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BUILDING TRUST WITH TEENS
‘‘

P

arenting has never been easy and families face more
challenges than ever as we navigate the 21st century.
“The cyber age has provided enormous opportunities
but also poses many challenges. We have countless
communication tools, but this hasn’t necessarily made it easier
to communicate with our kids. Technology is changing how we
interact and forcing institutions to be more transparent, inclusive,
dynamic and personalised. Trust has shifted back to individuals,
with profound implications for society.
“At the same time, trust and influence have grown among
family, friends, classmates, colleagues and even strangers.
No longer is the ‘top down’ influence of elites, authorities and
institutions a given. That’s why Parent Guides are so important.
Our credible and easy-to-digest resources empower parents and
carers to create trust and communicate with their children about
what matters to them.
“This compendium of five Parent Guides – Drugs 101, Social
Media 101, Sex 101, Respect 101 and Mental Health 101 – tells
it like it is. Teens 101 is an evidence-based resource that offers
parents and carers all they need to know about what their kids
are doing and how to keep them safe.
“We want to encourage open and honest family conversations
on topics such as drugs, sex, mental health, social media, respect,
gambling and gaming. The aim is to inform, not alarm.
“Our comprehensively researched guides draw on the
latest available data and expert advice to facilitate these
important discussions and build confidence in families of
all shapes and sizes.
“No-one has all the answers. But arming yourself with the
best information and communicating openly with your kids is a
great start. Together, we can maximise their chances of becoming
healthy and happy adults.”
From the Editor // Eileen Berry

Let’s have a conversation

TEENS 101
A parent’s survival guide

SCHOO
L
BU
NDL

AVAILA ES
BLE

ESSENTIAL RESOURCE FOR
PARENTS & EDUCATORS
BASIC PACKAGE
1 Book // $60.00 + GST
BUNDLE PACKAGES
5 Books // $300 + GST
10 Books // $600 + GST
15 Books // $810 + GST
25 x Books // $1,275 + GST // Highly recommended

To purchase resources or for school subscriptions contact; Eileen Berry // 0407 542 655 or visit // parentguides.com.au

// PARENT GUIDES
Yvonne Hackett // CEO
yvonne@catalystanz.com.au

Eileen Berry // Editor
0407 542 655 // eileen@parentguides.com.au

David Corduff // Ambassador

Sarah Marinos & Cheryl Critchley // Writers
Anita Layzell // Art Director
Max Hunter & Beverley Johanson //
Production Editors
Julian Healey, Mary Riekert & Smith Brothers
Media // Social Media Editors
Kimberly Barry // Marketing Director
0439 900 350 // kimberly@parentguides.com.au

Website // parentguides.com.au
Facebook // www.facebook.com/parentguides
Twitter // @ParentGuidesAU
Every attempt has been made to contact holders of copyright for material
used in this book. Parent Guides welcomes inquiries from anyone who
thinks they may have a copyright claim.

2

Social Media 101 // 2020

// THANK YOU
Our team extends a warm thank you to Paul Mears, former
director of digital learning Firbank Grammar School; Jenny
Luca, head of digital learning and practice at Wesley; Adrian
Janson, Strathcona director of learning technologies; Isabelle
Oderberg, former social media editor of News Corp; Dr Wayne
Warburton, Macquarie University; Dr Stephanie Merkouris,
Deakin University; and, Andrew Kinch, Elwood College for their
valuable feedback.
We would also like to thank Project Rockit; The Alannah and
Madeline Foundation; the Australian Communications and
Media Authority; and, Australian Cybercrime Online Reporting
Network.
Our Advisory Committee // Dr Peter Briggs (GP);
Kirsten Cleland (social worker, headspace); Shane Jacobson
(partner, PKF Melbourne); Helen Kapalos (former chair
commissioner, Victorian Multicultural Commission);
Stephanie Kelly (parent); Julie Podbury (former president —
Victorian Branch, Australian Principals Federation);
Julian Riekert (partner, Lander & Rogers); Ian Robertson
(former deputy principal Firbank Grammar School); and
Dr Tony Mordini (Principal, Melbourne High School).

© Parenting Guides Ltd

Photo: iStock

CONTENTS
Teen use // 4

Profile // Digital nutrition // 21

Web Weavers // 6

Profile // The policeman // 22

Life’s a gamble // 8

Profile // The cyber expert // 23

Profile // The Professor // 9

Apps & sites // 24

What you need to
know about gaming // 10

Stay in control // 28

Profile // Intelligent gaming // 11
Online revolution // 12
eSafety tips // 14
Cyber-bullying // 16
Laws state by state // 18

Profile // The lawyer // 30
Profile // The privacy expert // 31
Profile // The author // 32
Family technology user agreement // 33
Assistance // 34

Territories law // 20

PARENTING GUIDES LTD IS A REGISTERED CHARITY
© Parenting Guides Ltd

parentguides.com.au

3

TEEN USE

Young Australians go online to be entertained, to
communicate, to search for information and to simply browse.

T

here’s no doubt that teenagers live in a digital and highly
connected world. In many households they are online
from the moment they wake until they go to bed – or until
frustrated parents confiscate their smartphones and tablets.
The latest statistics from the Office of the eSafety
Commissioner and the Australian Communications and Media
Authority show just how prevalent the online world has become
in the day-to-day lives of Aussie teenagers.
The Aussie teens and kids online report found 82 per cent of
teenagers had been online in the past four weeks. Teenage girls
and teens living in cities were more likely to be using the internet.
Around 83 per cent of teenagers go online at least three times
a day and most are using their mobile phone to do so.
They are also streaming videos from YouTube and TV – 64 per
cent do this. Research and browsing, sending emails and social
networking are also popular online activities. Websites with
videos, movies, games or music accounted for 56 per cent of
teenagers’ online browsing time, the report found.
The facts and figures make for interesting reading – and
highlight how important it is for parents to keep an eye on what
their children are doing online and where they are hanging out in
cyberspace.

// WHAT DO TEENAGERS
USE THE INTERNET FOR? **
All statistics are percentages for teenagers
aged 14 to 17 years.

ENTERTAINMENT // 90
COMMUNICATION // 85
RESEARCH &
INFORMATION // 60
BROWSING &
SURFING // 55
BLOG & ONLINE // 50
Communities

BUY/SELL/SHOP // 25
Non-transactional

SCREEN TIME AND KIDS *****

• Most Australian children across all age groups exceed
•
•
•
•
•
•
•
•
•

national screen time guidelines.
Parents who have high screen use levels are more likely
to report having children with high screen-use levels.
Almost all (94%) Australian teenagers, 67% of primary
school-aged children and 36% of pre-schoolers have their own
mobile screen-based device.
Three in four teenagers (78%) and one in six primary schoolaged children have social media accounts.
Almost half of all teenagers (46%) reported using social media
every day. They also watched TV and videos (40%),
did homework (39%), played electronic games (33%) and
did video chat (20%).
More than a third (37%) of primary school-aged children
and 21% of pre-schoolers are playing electronic games almost
every day.
Half of toddlers and pre-schoolers use screen based devices on
their own.
Almost two thirds (62%) of parents report family conflict due to
screen-based device use.
Parents say one in five (19%) of teenagers have experienced
online bullying.
Almost half (43%) of all children regularly use screen-based
devices at bedtime and one in four (26%) of them are reported
to have screen-related sleep problems.

BANKING/FINANCE // 20
Non-transactional

BUY/SELL/SHOP // 15
Transactional

BANKING/FINANCE // 10
Transactional

ENTERTAINMENT VS SHOPPING
Teenagers are more likely to use the internet to entertain
themselves – 90 per cent use it for this reason, compared to
75 per cent of adults who go online for entertainment. But
adults are more likely than teens to use the internet to carry
out transactions such as shopping, selling or banking.

Parents
who have high
screen use levels are
more likely to have
kids who do the
same

• More than half of parents of

teenagers and a third of parents
of children aged under six do
not limit the amount of time
spent or type of content their
children access on screens.

* Source: Telstra and ACMA Aussie teens and kids online snapshot report, Roy Morgan Australia July 2015 Australian Mobile Owners research, Australian Child Health Poll (The Royal Children’s Hospital Melbourne),
Office of the eSafety Commissioner ** Source: ACMA Aussie Teens Online report – Nielsen Online Ratings. *** Source: Office of the Children’s eSafety Commissioner for period covering April 2015 and Nielsen Online.
**** State of play—Youth, kids and digital dangers, Office of the eSafety Commissioner, 2018. ***** Screen time and kids: What’s happening in our homes? The Australian Child Health Poll, Royal Children’s Hospital,
2017
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HOW DO
AUSTRALIAN
TEENAGERS
ACCESS THE
INTERNET?

88%

9 OUT OF 10

go online more
than once a day

have internet access in the home. 86 per cent
with a home internet connection have broadband

**

Teenagers aged 14 to 17 years.

91%

use a computer to go online

39%
go online with
a tablet

78%
use their
mobile
phone to
go
online

78%

85%

of boys
went
online

of girls
went
online

// WHAT ONLINE CHANNELS DO TEENAGERS ACCESS AND WHEN?
TOP 5 ONLINE CHANNELS****

TIME OF DAY ONLINE ***

Percentage of teenagers who visit online channels.

Easy smartphone access means teens
are online more often, across a broader
range of times. From 2011 to 2015, the
percentage online between 10pm and
midnight almost doubled, and doubled
from midnight to 7am.

YOUTUBE

FACEBOOK INSTAGRAM SNAPCHAT *GOOGLE+

27%

07:00 - 08:59

86% 75% 70% 67% 29%

EACH CHANNEL IS AN UMBRELLA
FOR A NUMBER OF SITES
YouTube // User-generated and professional media video content
that can be viewed on the website, via apps or embedded in third
party content.
Facebook // Facebook platform of profiles, pages, apps, games
and associated websites.
Instagram // Social media platform of photos, videos and stories.
Snapchat // Multimedia messaging app.
Google // Google+, Google Search, Gmail, Chrome, Google Maps,
Google Earth and other Google services and products.
* Google+ has since been discontinued in 2019.

27%

35%

09:00 - 11:59

12:00 - 14:59

74%

28%

17:00 - 19:59

20:00 - 21:59

49%

15:00 - 16:59

8%

00:00 - 06:59

// RESOURCES

• Teenagers Who Won’t go to Sleep // Dr Paul Jeffrey

https://audioboom.com/posts/7347524-teenagers-who-wont-go-to-sleep-dealing-with-difficult-sleep-habits

• Conversations Podcast // How the iPhone rewrote the teenage brain // David Gillespie
https://www.abc.net.au/radio/programs/conversations/david-gillespie-2019/10986686

• Parental as Anything // Screen time – how much is too much // Maggie Dent

https://www.abc.net.au/radio/programs/parental-as-anything-with-maggie-dent/screen-time-how-much-is-too-much/11138188

• Sleep Shack // an online self-help program // http://www.sleepshack.com.au/
• Sleep Health Foundation // tips and resources // http://www.sleephealthfoundation.org.au
© Parenting Guides Ltd
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WEB WEAVERS
Never before have we been so connected … to our devices.
SOCIAL MEDIA
Young people use Instagram to post photos
and videos, follow friends, influencers and
celebrities, and message each other. They
also enjoy Snapchat (sending temporary
content) and TikTok (short form mobile videos).
Facebook is largely used for chatting and
creating events.

VARIOUS APPS
With apps for almost every aspect of life, teens
like to use them for communicating, playing
games, listening to music and ordering food,
clothes and services such as Uber.

GEN Y
YEAR

&

Z DIGITAL HABITS

TECH

MEME

2000

• USB flash drives
• Nokia 3310

2001

• Wikipedia
• iPod

2003

• Myspace
• Skype

2004

STREAMING SERVICES
These are popular for watching TV series
and movies.

TEXTING, MESSENGER AND OTHER
COMMUNICATION PLATFORMS
Many young people prefer to message each
other than talk.

BUYING STUFF & CONCERT TICKETS
Online shopping is second nature, and many
do it on their phones.

CREATING SPOTIFY PLAY LISTS AND
LISTENING TO OTHERS’
Spotify play lists are a popular way of sharing
and listening to music of all types.

WATCHING eSPORTS
Growing in popularity, eSports involves
professional gaming tournaments that are
generally live streamed.

GAMING
Most young people play online games, some
suitable and others not so suitable, so parents
need to keep an eye on them.

GAMBLING
Online gambling is restricted to those over
18, but some access it earlier.

• Digital Records Manager
• Sustainability Officer
Badger video

• Data Visualisation Designer
• Blogger

Charlie the
Unicorn

• Big Data Analyst

• YouTube

Chuck Norris
Facts

2006

• Facebook opens
to the public
• Twitter

Potter Puppet
Pals

2007

• Dropbox
• Apple TV
• iPhone

Charlie bit my
Finger

2008

• Spotify

David after
Dentist

2009

• WhatsApp

JK Wedding
Dance

2010

• iPad
• Instagram
• Facetime

PhotoBombing

2011

• Siri

Planking

• UX manager
• Cyber Security Professional

2012

• 1Billion active
Facebook users
• GoProHERO3

Gangnam
Style

• Blockchain Developer

2013

• 3D printers

The Fox

2014

• Google Glass

Icebucket
Challenge

• Robotics Technician

2015

• Apple Watch

Blue & Black /
White & Gold

• JAV Operator

2016

• Tesla Powerwall

Bottle Flip

• Virtual Reality Engineer
• Workplace Concierge

2017

• Fidget Spinner
• Fortnite

The Dab

2018

• Smart Speakers
• TikTok

Floss Dance

2019

• Air-Pods

10-year
Challenge

VIDEO CHAT ON FACETIME OR ZOOM
Most apps have a video messaging service,
which teenagers use to speak to each other
and older relatives.

NEW JOBS

2005

WATCHING YOUTUBE VIDEOS
From funny cats to music clips, pranks and
home-made films, YouTube is still a big hit.

since 2000

• App Developer
• Social Media Marketer

• Autonomous Vehicle
Technicial
• Medical Nanotechnologist

• Professional Organiser
• Wellbeing Manager

ABS, McCrindle,cb, 2019
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GEN Z ONLINE

(BORN 1995-2009)

THE FIVE KEY TRAITS OF GEN Z ARE:
1. Digital 2. Global 3. Social 4. Mobile 5. Visual
Gen Z are digital integrators, says a 2019 McCrindle Research
report.
“They have integrated technology seamlessly into their lives.
Having used it from the youngest age, it is almost like the air they
breathe, permeating all areas of their lifestyle and relationships.
“Gen Z live in an open-book environment. They are just a
few clicks away from any piece of information. They connect
in a borderless world – across countries and cultures. They
communicate in a post-literate community where visuals and
videos get the most cut-through.
“Gen Z are highly intuitive and confident, unaided users of digital
technology. They are too young to remember its arrival. They
have grown up with and, in many cases, have been significantly
socialised by screen-based devices.”
Source: Understanding Generation Z, by McCrindle Research Pty Ltd, 2019

TAKING A GAMBLE

© Parenting Guides Ltd

GAMBLING AND 16-17 YEAR OLDS

•
•
•
•
•
•

Despite being illegal, one in six 16–17-year-olds reported
having gambled in the past year.
More boys than girls reported having gambled on private
betting, sports betting and poker.
Although 65% of parents reported having gambled at least
once in the past year, the majority (around 90%) were nonproblem gamblers.
Boys who had either been the victim or perpetrator of
bullying at school were more likely to report having gambled.
At age 16–17, around one in four boys (24%) and one in
seven girls (15%) reported having played gambling-like
games in the past 12 months.
Teenagers who engaged in risky behaviours such as smoking
and drinking, or had friends who smoked or drank alcohol,
were more likely to report having gambled.

* Source: Gambling activity among teenagers and their parents,by Diana Warren and Maggie Yu,
Australian Institute of Family Studies, 2019.

16-17
YEAR OLDS
REPORTED
HAVING
GAMBLED IN
THE PAST YEAR

1IN6

* Source: Longitudinal Study
of Australian Children 2019
creativecommons.org/licences/by/4.0/

AdobeStock

Research has found that some teenagers who play gamblinglike games online are more likely than others to illegally access
gambling sites.
Gambling-like games, where no real money is won or lost,
and micro-transactions for chance‑based items in popular video
games are of increasing concern.
A 2019 Australian Institute of Family Studies paper found that
many popular online multiplayer games, such as Overwatch and
Counter‑Strike, offer a variety of virtual items (e.g. more powerful
weapons) on top of standard game features.
“Players can obtain these items either through game play
(i.e. winning or scoring), trading them with other players, or via
in‑game purchases of ‘loot boxes’ for real or in‑game currency
(Cleghorn & Griffiths, 2015),” the researchers found.
“The widespread availability of loot boxes in modern video
games has led to questions over whether they should be
regulated as a form of gambling (Griffith, 2018), especially given
findings from recent research that found that the more money an
adult video game player spent buying loot boxes, the more likely
they were to be classified as experiencing gambling problems
(Zendle, McCall, Barnett, & Cairns, 2018).”
Around one in four boys (24%) and one in seven girls (15%) aged
16-17 have played gambling-like games in the past 12 months.
Boys played them more often than girls, but only 5% of boys and
2% of girls played weekly or more often.
The percentage of 16–17-year-olds who reported having spent
money on at least one gambling activity in the past 12 months
was significantly higher among those who had also played
gambling-like games during that time.
Three out of 10 boys and one in five girls who had played
gambling-like games in the past 12 months had also spent money
on gambling during that time.
“These results support the theory that, for teenagers, playing
gambling-like games may increase the likelihood of transitioning
to commercial gambling in the future,” the authors found.

MEET THE EXPERT
What you need to know
about gambling apps P11

•

parentguides.com.au
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LIFE’S A GAMBLE
A small but worrying number of boys and girls start gambling before they turn 18,
and some of them develop problems.

B

etween 0.2 and 4.4 per cent of Australian adolescents are
already problem gamblers.
Research shows that problem gambling risk factors
can be related to socio-demographic, personality, psychosocial,
substance abuse, gambling, peer, school, and family factors.
Some of these common risk factors include being male, low
socio-economic status, extraversion, non-conformity, impulsivity,
sensation seeking, undercontrolled temperament, depressive
symptoms, anxiety, impaired coping, life stress, ADHD, substance
use, risk-taking, antisocial behaviour, violence, exposure to
gambling, peer pressure, school difficulties and family problems.
Deakin University School of Psychology Lecturer Dr Stephanie
Merkouris says parents and carers can reduce the risk by talking
to young people, looking for problems, limiting internet use and
thinking about family attitudes towards gambling and gamblingrelated activities.
Go to // deakin.edu.au
Gamblers Help telephone line // 1800 858 858
Gamblers Help youth telephone line // 1800 262 376
Online support // www.gamblinghelponline.org.au
Raising children // www.raisingchildren.net.au/
articles/gambling.html

HOW DO I SPOT GAMBLING PROBLEMS?

• Sudden changes in the amount of money your child has;
• Changes in sleep pattern;
• Changes in mood;
• School absences or falling marks at school;
• Decreased social activities and friends (or complete
withdrawal);

• Preoccupation with: sports, internet, odds, video arcades,
simulated gambling apps and games;

• Secrecy about gambling or denial.

PROTECTIVE FACTORS FOR YOUTH
GAMBLING PROBLEMS

• Female gender;
• Adaptive coping strategies;
• Emotional Intelligence;
• Well-being;
• Self-monitoring;
• Personal competence;

randomness;

• Parental monitoring;
• Family cohesion

// YOUNG PEOPLE
& GAMBLING

WHO ARE THEY
GAMBLING WITH?

WHAT ARE THEY GAMBLING ON?

AdobeStock

GAMBLING
ACTIVITY

Never

At least
once

• Resilience;
• Interpersonal skills;
• Social competence;
• Social support;
• Social bonding;
• School connnectedness;
• Understanding of

Once a month
or more often

Scratch tickets /
lottery

52%

43%

3.6%

Card games
(home/school)

58%

30%

10.5%

Horse or dog racing
(TAB)

78%

19%

1.8%

Sports

81%

14%

Horse or dog racing
(racetrack)

85%

12%

GAMBLING
ACTIVITY

Alone

Parents

Siblings

Other
Relatives

Friends

Scratch tickets/
lottery

13%

60%

13%

11%

3%

Sports

16%

34%

6%

8%

35%

Horse or dog racing
(TAB)

6%

62%

13%

11%

23%

3.3%

Horse or dog racing
(racetrack)

3%

55%

11%

20%

35%

1.0%

Internet

41%

12%

3%

12%

41%

Table/cards (casino)

12%

4%

16%

4%

52%

Poker machines

92%

6%

1.0%

Internet

93%

4%

1.8%

Table/cards (casino)

94%

3%

1.1%

Poker machines

3%

24%

16%

8%

57%

Card games
(home/school)

7%

20%

25%

20%

67%

Dowling, N., Jackson, A. C., Thomas, S. A., & Frydenberg, E. (2010). Children at risk of developing problem gambling. Melbourne: Gambling Research Australia.

// Dr Stephanie Merkouris is a Lecturer in Psychology at Deakin University School of Psychology
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Profile // Dr Wayne Warburton

THE PROFESSOR
Dr Wayne Warburton says statistics suggest that in most high school classrooms
in Australia, one teenager would have a gambling problem.

‘‘S

coming up on screen. You can also use internet monitoring software,
although your teenager won’t think that’s very cool!
“Because children/teenagers are reluctant to talk about
gambling, even when they’re in financial difficulty
and are scared that their gambling is out of control,
parents need to know how to talk with a teenager
about it.
“Keep the conversation open. Talk about
the traps but don’t be judgmental. Explain
that playing gambling-like games online and
making in-app purchases increases the risk of
developing a gambling problem. Educate them
about the inflated win-rate of such games and
the low chances of success in real gambling – the
odds of winning a poker machine jackpot are 9.7
million to one. They have a greater chance of being struck
by lightning (‘just’ 1.6 million to one). Help kids understand that
these online games and apps are designed to suck them in – and
they do a really good job.“
Photo: Supplied

tudies of Australian youth gambling show 3 to 4 per cent of
teenagers have a problem – in adults it’s around 0.5 to
1 per cent of the population. Teenagers may be
more susceptible to problem gambling because the
adolescent brain is still ‘under construction’, but it’s
not an obvious problem. Most parents wouldn’t
know their teenager was having difficulties
because teenagers tend to be very reluctant
to admit to gambling – it’s illegal under the
age of 18 and teenagers don’t want to get into
trouble either for gambling or for the ways they
may have obtained the money to gamble. They
may also feel ashamed and not want their social
network to know just how many people they have
borrowed from.
“For many teenagers, a gambling problem begins
online with an activity that isn’t strictly gambling but gets them
in the mindset to gamble. Many video games have a gambling
component, and other games that simulate gambling (such as online
‘slot machines’) are commonly advertised on many social media
sites.
“Online gambling games are programmed to make you win – it’s
almost impossible to lose. They groom you to believe you are going
to win a lot of money gambling, that you are skilled at it, and such
beliefs can promote gambling behaviour.
“Typically several of the top 10 iPhone gaming apps are casinostyle games. You can spend as much as you want, but because
they don’t involve winning money, they’re not ‘gambling’ so are
unregulated. We know that kids access these sites and apps, and
also play online video games that have a gambling component.
Many games have gambling-like devices to progress, or skins
that can be gambled online, or loot boxes that can be purchased.
Interestingly, loot boxes were recently shown scientifically to
have most of the same characteristics as gambling. Research also
suggests that making in-app purchases for gambling-like activities is
predictive of developing a gambling problem later.
“Parents need to know about gambling apps and simulated
gambling and to realise that for some kids this will be a precursor to
developing a gambling problem. And remember, kids can spend lots
of money on these games before progressing to actual gambling. It’s
big money and a big industry.
“For some teenagers, gambling becomes a bigger part of their life
and school becomes less and less important. Gambling becomes
more important than friendships and family, and teenagers often
start to lie about money and what they are doing with their time.
Teenagers usually don’t have access to large amounts of money so
they may steal from parents, buy and sell things illegally, or use a
stolen credit card.
“On a practical level, parents can keep internet-connected devices
out of bedrooms and in public areas of their home. Use internet
blocking devices that block pop-ups and invitations to gamble from

// REMOVE TEMPTATION
POPULAR INTERNET GAMBLING FILTERS

•
•

GamBlock
Betfilter

INTERNET MONITORING SOFTWARE

•
•
•
•

Qustodio
Norton Family
Net Nanny
Surfie (good for mobiles)

BETTING IN SPORT
Psychologist Jo Lamble shares some tips for starting a
conversation:
Make use of stories
Learn how to listen so your children will talk
Choose the right time
Use some humour
Tailor your message to their interests
Leave them wanting more

•
•
•
•
•
•

OTHER HELPFUL RESOURCES
Australian Council on Children and the Media app
reviews with clearly labelled gambling information //
childrenandmedia.org.au/app-reviews/
KidBet // kidbet.com.au
Gambler’s Help Youthline (24/7) // 1800 262 376
Gambling Help Online // www.gamblinghelponline.org.au
Parent resources // www.responsiblegambling.vic.gov.au

// Dr Wayne Warburton is an Associate Professor of Developmental Psychology at Macquarie University.
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WHAT YOU NEED TO
KNOW ABOUT GAMING
Did you know 97 per cent of Australian homes with children have computer games?

A

RISK FACTORS

•
•
•

Withdrawn
Nightmares
Loss of interest

• Online friends vs real friends
•	Anger about not being able to play

Find out more // internetsafeeducation.com
// familyzone.com // eSafety.gov.au
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few years ago, a Russian teenager addicted to online
gaming died after developing suspected deep-vein
thrombosis. The 17-year-old had spent 22 consecutive days
playing popular online game Defense of the Ancients.
He collapsed and died after developing a thrombosis, like those
that passengers can suffer on long-haul flights. In the 18 months
leading up to his death, investigators say the teenager spent about
6.5 hours a day playing online. During the days preceding his death,
he had broken away from his computer screen only to eat and nap.
While this case may seem extreme, online games present
another potential challenge for teenagers and parents, who need
to become familiar with what their child is playing online, and with
whom they are playing.
A 2018 report from the Office of the eSafety Commissioner
found eight in 10 young people aged eight to 17 played games
online in the 12 months to June 2017. The same report found
online multiplayer gaming is very popular, with six in 10 young
people playing these games.
Many online games include content and themes unsuitable
for certain age groups. So games often come with age
recommendations or ratings, similar to movie or film
classifications. For example, Call of Duty (CoD) has an MA 15+
rating and contains strong themes and violence. Clash of Clans, a
multiplayer game, is recommended for players over the age of 13.
Many games allow players to communicate through forums, chat
and messaging services. In the interests of player safety, Activision,
creators of CoD, recommend young people never share their
password or give players they meet online their name, address,
email address or school details. Computers and tablets should also
have up-to-date security software to protect against viruses.
Supercell, owner of Clash of Clans, does not pre-screen or
monitor all user content and recommends that players never share
their login data or log into their account on someone else’s device.
Parents should also be aware that some games allow players to
purchase points, different versions of the game and game-related
merchandise. The Office of the eSafety Commissioner found
around 34 per cent of eight to 17-year-olds made an in-game
purchase in the 12 months to June 2017. So find out whether your
child is using money to play online.
The Office of the eSafety Commissioner lists a number of
games and has comprehensive information on game content,
who can play, how to protect personal information, how to report
cyber-bullying or abuse and how to block your child spending
money while playing online.
Go to // www.esafety.gov.au/esafety-information/games-appsand-social-networking // www.videogames.org.au //
www.instituteofgames.com
Watch // www.abc.net.au/7.30/content/2015/s4472277.htm

GAMING AND YOUNG PEOPLE: A SNAPSHOT
76% of children under 18 play video games.
60% of parents play online games with their children in the
same room.
81% of parents are familiar with controls on online games.
8 4% of parents say they have discussed playing safely online
with their children.
4 8% of parents say they play online games with their
children as a way of spending time with them.
77% of parents say they have rules about how long children
can play games.
76% of parents have rules about games their child can play.
Digital Australia Report 2018 by Interactive Games & Entertainment Association

WHY KIDS ARE HOOKED ON FORTNITE
This game has been one of the most popular video games for
children and young people in recent times.
The free version, Fortnite: Battle Royale, operates across
Windows and Mac, Xbox and PlayStation. However, while the
game itself is free, players can purchase outfits, weapons and
other accessories to boost their chances of survival.
Fortnite pits players against other players around the world and
the aim is to be the last person standing on a sometimes violent
and hostile island inhabited by monsters and enemy figures.
On average, each game can last around 20 minutes, assuming
your character doesn’t get killed before that.
The Australian Council on Children and the Media says Fortnite
is not recommended for children 12 years and under. Parental
guidance is recommended for children aged 13 to 17.
© Parenting Guides Ltd

Profile // Andrew Kinch

INTELLIGENT GAMING
Andrew Kinch is founder of GameAware. He says video games – in the right
measure – can help young people meet some important psychological needs.

‘‘G

amers have been stigmatised over the years. There used
to be a time when people wouldn’t admit to their friends
that they played video games. Once an underground
subculture, in 2017 these games were a $109 billion industry.
“Gamers often feel the need to become defensive when they’re
told that their passion is a waste of time. After that, anything
that is true about the harms of excessive gaming is completely
ignored. It’s a polarised debate between those who play and
those who blame video games as the cause of gaming disorders.
The truth lies somewhere in the middle and is often complex.
“Gaming is a great form of entertainment, but we must be on
top of our self-regulation skills, especially when the motivation
to play is to escape real life. When gaming becomes a coping
mechanism to seek relief from pain, it can become excessive and
problematic. People can choose gaming to attempt to meet their
needs. When you combine this with easy access and the game
mechanics that entice players to keep coming back, you can see
how an individual might be motivated to live in the virtual world.
“In my experience, video games hit three motivational needs
for young people: competence, autonomy and relatedness.
“Competence is the feeling of mastery. Everyone wants to be
good at something and video games allow you to become good
at something quickly. If I want to be good at basketball it can take
years – with video games, it takes months and you do it without
breaking a sweat.
“Secondly, teenagers and children don’t have a lot of autonomy
in their lives. In a game, they have freedom over their own choices
and can express themselves creatively. They can customise their
characters and develop a second identity if they choose.
“Every multi-player game meets the third need, which is
relatedness or social connection. When you play with other
people – in a competitive or collaborative way – you feel part
of something bigger than yourself. You are part of a gamer

Photo: Supplied

community. Gaming can allow kids to build self-confidence
because the community is accepting of people from all walks of
life and any age.
“I’d argue that you can’t completely fulfill psychological needs
through video games. Real life will always provide us with the
opportunity to feel more fulfillment from competence, autonomy
and social connection.”

THREE THINGS YOU CAN TRY NOW

1

2

Do a 10-day gaming challenge – go cold turkey and stay
away from games and gaming culture.
But parents can’t just yank the Wi-Fi. It must be something
the gamer decides to do to test the commonly spoken
phrase – “I could stop if I wanted to, I just don’t want to”.
The challenge is about helping a gamer help themselves.
Even if they don’t reach 10 days, you get information as
to whether they can control themselves. However, three
or four days in to the challenge, gaming’s grip tends to
be loosened!
Parents need to play video games with their kids.
Get coached and get a better understanding of the nuance

3

in the games your child plays. Be a spectator from time
to time to show interest. If you take your child to soccer
and watch them play, they feel valued and it’s the same if
they see you are taking their gaming seriously. Take down
defensive walls by getting involved. The conversation
about gaming changes when parents are not considered
the opposition.
 et up social gaming sessions to be shoulder-to-shoulder
S
with friends.
When we game in the same room and play the same
game, the dynamic is more exciting and provides a level of
connection that online gaming isn’t quite able to provide.

Andrew Kinch is founder of GameAware and developed Intelligent Gaming strategies to keep gaming healthy. www.gameaware.com.au

© Parenting Guides Ltd
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Social Media

O

nline communication can be a positive force in the
lives of young people, connecting them to each
other, educational materials and the world.
But there can be pitfalls, such as addiction to screen time,
bullying (as a victim or perpetrator) and reduced in-person
interaction with family and friends.
The internet has also opened a whole new world of
pornography, online gambling and access to extreme
political views.
The key for parents is to know what children are doing on
the internet and communicate with them.
You may not see exactly what they are doing, but you can
help to guide them and control their use.

BUILDING A BRAND
Young people can build a positive individual online “brand”
through their words and actions, such as supporting social
causes and promoting awareness.
The brand they build, whether it be social activist, movie
critic, fashion influencer, marketer, creative artist, music
performer or even a troll, could stay with them for life.
They must also be aware that future employers may check
their online profile before hiring them.
If parents and schools have instilled good values, these
values may influence the way a child interacts online.
Having rules and boundaries at home can help, especially
when children are younger.

IMAGE-BASED ABUSE
Image-based abuse is when someone shares, or threatens
to share, intimate or sexual photos or videos of a person
without that person’s consent.
This includes photos or videos of a person nude or
showing their breasts or genitals, engaged in a sex act and/
or showering or bathing. It also includes “upskirting” and
“downblousing” images.
A survey by RMIT and Monash University in 2016 involving
more than 4200 people aged 16–49 found that four in five
agreed that image-based abuse should be a crime, although
many attributed some responsibility to the victims.
Seventy per cent agreed that “people should know
better than to take nude selfies … even if they never send
them to anyone”.
Six in 10 agreed “if a person sends a nude or sexual image
to someone else, then they are at least partly responsible if
the image ends up online”.
Men (50 per cent) were much more likely than women
(30 per cent) to hold attitudes that minimised the harms or
blamed the victims.
// Australian Institute of Health and Welfare 2018.
Family, domestic and sexual violence in Australia 2018.
Cat. no. FDV 2. Canberra: AIHW.

Most of Gen Z have a greater
knowledge of the internet than
their parents, so ensuring they
use it respectfully is no easy task.

ONLINE REVOLUTION
12
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// SOCIAL MEDIA SECURITY SETTINGS BIBLE
FACEBOOK // Click on “Privacy Check-Up” in the top-right corner.
Under “Your Posts” select “Friends”, “Only Me”, or “Custom” to
choose who you want to see your posts. Then click “Next Step”
and repeat for all categories. When done, select “Finish Up”.

// SIGNS
SOMEONE IS BEING
CYBER BULLIED*

INSTAGRAM // On your smartphone or tablet,
click on the Setting Icon. Scroll down and turn on your
“Private Account” setting.

•

Abnormal withdrawal from
social activities, friends and/or family

• Sudden lack of interest in using their mobile phone,
computer or other devices

• Disinterest or avoidance in attending school,
sports, or other recreational activities

TWITTER // Select the Settings icon. Then select “Your Account”
and turn off “Find Me By Email”. Turn on “Protect My Tweets”
and switch off “Receive Direct Messages From Anyone”.

• Nervous or jumpy when a text message or
•

email is received

SNAPCHAT // Head to Settings, click through to “Send Me Snaps”
and select “My Friends”. Then back in the Settings tab, click
through to View “My Stories”, click on “My Friends” or “Custom”
to choose who sees your images.

Extreme sleeping behaviour (sleeping a lot
more or staying awake all night)

• Self-harming behaviours
• Moodiness and abnormal
changes in behaviour

// RESPECT TIPS
•
•
•
•
•
•
•
•
•

You may not be able to stop them, but you should know what your children
do online.
Learn how social media and various online platforms work.
No one should post anything they wouldn’t tell their grandmother.
Everything posted online is traceable – even if deleted.
Words matter; think before posting negative comments to or about someone.
Everyone is subject to defamation laws, which require only two other people
to have seen defamatory content.
Regardless of privacy laws, potential employers may google applicants.
Some sexting is illegal – know the law in your state.
Don’t make fun of or exploit other people’s misfortune on social media.

Photo: Adobe Stock / Brian

// A LESSON LEARNED

© Parenting Guides Ltd

Greens candidate Joanna Nilson stood down during the 2018 Victorian state election
campaign after a journalist found old comments she had made on Facebook.
Joanna became front page news for jokes she made on a closed women’s page about
shoplifting and minor recreational drug use.
She wrongly – and naively as she later pointed out – thought it was a safe space.
Within half an hour of the journalist’s call, Joanna decided to stand down to avoid
distracting from the Greens’ campaign.
The would-be MP later explained that she had come to realise that everyone had
said or done something stupid online, which was quite normal.
While admitting she had made a mistake, Joanna said politicians needed to represent
their constituents, who came from all walks of life, were not perfect, and like her,
made mistakes.
Many would empathise, but social media mishaps can come back to haunt.
// *Source: ‘Rosie’, a Dugdale Trust for Women & Girls national harm prevention initiative.
www.rosie.org.au
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eSAFETY TIPS

Whether your child is the victim or the bully, help is never far away.
// FINDING CYBER-SAFETY HELP
STAYING UP TO SPEED

Hundreds of websites and organisations offer help and advice
for parents. A great starting point is the office of the eSafety
Commissioner website – a central portal for cyber-safety
information and resources for parents, carers, schools and
children. Cybersmart resources, previously available on
the Cybersmart website, are available through the eSafety
Commissioner website (www.esafety.gov.au), as well as a
complaints system to report cyber-bullying material targeted
at Australian children.
The eSafety Commissioner also investigates illegal and
offensive online material.
Online help and complaint links can be found at //
www.esafety.gov.au or call Crime Stoppers on
1800 333 000.

HOW MANY KIDS ARE CYBER-BULLIED?

Parents should learn about the technology that their kids use.
They don’t need to be experts but must understand what
happens on the relevant sites, apps and games, whether the
content is appropriate, what safety features they have and
complaint mechanisms. Parents should walk through apps and
websites with their child, checking age guidelines, looking at
content, being honest about their feelings about it and giving
the child their say. Open communication can protect against the
impact of bullying and help put off potential bullies.
Parents sometimes don’t check age guidelines for
games, videos, websites and apps. These should be
followed, regardless of what other parents allow.
Don’t be afraid to stand your ground. Many
parents of younger children do not limit the Wi-Fi
access of the apps and games, leaving children
open to contact from others, which they may not
be mature enough to manage.
Resources // www.esafety.gov.au/parents

Good school
cyber-bullying
programs teach social
skills and online etiquette
with individual learning
plans.

The Office of the eSafety Commissioner says
one in 5 Australian young people reported being
socially excluded, threatened or abused online.
One in 5 (15% of kids, 24% of teens) admitted
behaving in a negative way to a peer online — such
as calling them names, deliberately excluding them, or
spreading lies or rumours.
Resources // https://www.esafety.gov.au/key-issues/
cyberbullying

// WHAT
IF YOUR
CHILD
IS THE
BULLY?

WHAT DO GOOD ANTI-CYBER-BULLYING
PROGRAMS INCLUDE?
Good school anti-cyber-bullying programs teach social skills
and online etiquette with individual learning plans. They
keep parents informed of, and involved in, cyber-bullyingprevention policies and prompt effective bystander behaviour
by encouraging children to support others being victimised.
It is important to establish a common language for discussing
bullying and victimisation with young people so it has meaning
to them. Involving young people in school policy development
that encourages pro-social behaviour and bystander action
is more likely to attract their support. Students must also
understand that everyone has a right to feel safe at school and
home.

Some parents overreact when their child is cyber-bullied and
may remove access to technology, which can put children off
confiding in them. Research suggests that children are less likely
to tell adults about cyber-bullying if they think the adult will make
things worse.
Parents should talk to their children about what cyber-bullying
looks like before it happens and that it is not OK. They can plan
what they will do together if it occurs. Parents should also make
it clear that they will not tolerate their child cyber-bullying and
encourage them to avoid negative conversations of any kind.
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COMMON MISTAKES BY PARENTS

Don’t overreact, but
have consequences.
All children make
mistakes and need
a chance to repair
their errors.
A calm conversation
is likely to have
more impact than a
heated argument,
even if parents
need to wait a day
or so until they have calmed down.
It is helpful to raise the target’s feelings, to help the
perpetrator understand the hurt caused and help prevent a
recurrence.
It is important not to become extremely angry with your
child, despite your disappointment, as you need to model
forgiveness and empathy for them to develop the social
skills needed to prevent future bullying.

© Parenting Guides Ltd
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// eSAFETY TIPS FOR PARENTS
YOUNG CHILDREN

• Closely monitor their internet use;
•	Know how your child uses the internet and explore it

with them;
Teach them to tell a trusted adult if they feel uncomfortable
about something they see;
Have rules about what sites are appropriate, what is
appropriate to post and telling a trusted adult before posting
any personal information;
	
Teach them online manners and to ignore and report
negative messages;
	
Consider filters and other tools to manage online access;
	
Install and update anti-virus and other esecurity software; and
	
Seek professional help if your child shows concerning
changes in behaviour or mood.

•

•	
•

TEENAGERS
As well as the previous tips …

•	Stay involved with their use of technology and ask them to

show you what they use and the sites they visit. If they agree,
ask them to help you set up your own accounts to see how
the sites work;
	
Encourage them to use social-networking site privacy
settings so that only their friends see their material;
	
Remind them to create screen names that are not sexually
provocative and do not reveal their gender, age, name
or location;
	
Encourage them to think before they post and ask
themselves who might see or misread it;
	
A sk them to think about images they upload of themselves
to ensure they aren’t risking or compromising their own
or others’ privacy;
	
Advise them to keep online friends online and not meet
unless in a public place during the day, possibly with a
trusted adult;
	
Encourage them to ignore negative messages, block
abusive people, report them to site administrators and tell
a trusted adult;
	
Help them block and/or report bullies;
	
Reassure them that you won’t block their internet access if
they are bullied;
	
Encourage them to support friends involved in
cyberbullying; and
	
Advise them to check links sent through social media
before clicking.

•
•

•
•
•

•

OLDER CHILDREN
As well as the above general tips ...

•

•	Talk to your child about personal information and how it can

•

be used to locate them. They should never share passwords;

•

•	Consider getting them to use avatars or usernames that

privacy settings and decide how to choose “friends”;

•
•

•	Encourage them to use the same manners online as they

•

•
•

•

•	Keep computers in a shared or visible place;
•	If they use social networking, help them sign up safely, use
don’t identify them or provoke unwanted attention;

would offline;
	
Monitor their use and be alert for signs of overuse;
	
Discuss cyber-bullying before it happens and have strategies
prepared in case it does;
	
Encourage them to report concerns to you;
	
Discuss cyber-stalking and online grooming and encourage
them to report any concerns to a trusted adult; and
	
Educate them about their online reputation, e-security and
appropriate downloading.

•
•
•

© Parenting Guides Ltd
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CYBER-BULLYING
Federal and state laws exist to protect potential victims and punish offenders.

C

// FEDERAL LAW
ENHANCING ONLINE SAFETY
FOR CHILDREN ACT 2015
Passed in early 2015, the Enhancing Online Safety for Children
Act established a Children’s eSafety Commissioner, a complaints
system for reporting cyber-bullying material aimed at an
Australian child and a two-tiered system for rapid removal of
cyber-bullying material from large social-media services.
In 2017 the role was expanded to include all Australians and
under the revised Enhancing Online Safety Act 2015 is known
as the Office of the eSafety Commissioner. The independent
statutory office within the Australian Communications and
Media Authority (ACMA) administers cyber-bullying complaints,
promotes online safety, co-ordinates relevant Commonwealth
department, authority and agency activities, conducts and
oversees educational and community awareness programs,
makes grants and advises the Communications Minister.
A person can lodge a complaint to the commissioner if they
have reported the material to the specific social-media site first
and did not receive an outcome. The commissioner has the
power to investigate complaints into cyber-bullying and conduct
investigations as he or she sees fit.
Among other things, the legislation provides for:
Setting out the eSafety Commissioner’s functions and powers;
A complaints system for cyber-bullying material;

•
•
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yber-bullying is illegal, but working out what aspects are
covered, and how, can be a challenge. Cyber-bullying
and its related offences are covered by a range of state,
territory and federal laws. Some jurisdictions have specific antibullying laws, while others use existing laws to prosecute cases.
Regardless of whether a jurisdiction has specific cyber-bullying
laws, related behaviours such as stalking, making threats and
physical assault are generally covered by existing state and
territory legislation.

// SOUND ADVICE
Unbullyable by Sue Anderson
can be purchased online.
Australia’s Youth-Driven Movement Against Bullying //
projectrockit.com.au/about or call 0435 150 280.
Body image movie Embrace //
www.youtube.com/watch?v=__2AayArYfs
Reach out // au.reachout.com

•	A two-tiered scheme for the rapid removal from large
social-media services of cyber-bullying material;

•	A mechanism for the commissioner to give end-user notices to
•

require a person who posts cyber-bullying material to remove
the material, refrain from posting further material or apologise
for posting the material; and
Enforcement mechanisms.

Laws state by state // Page 18

Parent Guides // Keeping Your Children Safe
Young people have never had so many
communication tools, yet communicating with
them is as tricky as ever. Our Parent Guide content
is transparent, trustworthy and relevant. Talented,
like-minded researchers, editors, experts and case
studies create evidence-based guides with the latest
information. We want to champion change, and
minimise and prevent harm.

Parent Guide packages for schools // 500 Resources $3,975 // 250 Resources $2,375 // 200 Resources $2,100 // 150 Resources $1,725
Prices are per edition. Contact us for parent events or custom publishing. Parenting Guides Ltd is a not-for-profit organisation.

Website // www.parentguides.com.au Phone // 0407 542 655 Email // eileen@parentguides.com.au

Many forms of cyber abuse could be considered illegal
under state or federal legislation. For example, under the
Commonwealth Criminal Code Act 1995 (‘the Act’) it is an offence
to menace, harass or cause offence, using a ‘carriage service’.
It is also an offence under the Act to use a carriage service to
make threats to kill or cause serious harm to a person, regardless
of whether the person receiving the threat actually fears that the
threat would be carried out.
These provisions could capture instances of menacing,
harassing or offensive conduct and threats carried out using
landlines, mobile phones (e.g. MMS, SMS) and the internet,
including emails and social media. For example, using a mobile
phone to repeatedly send offensive images to someone.
Most Australian states and territories also have laws covering
stalking, blackmail, criminal defamation and various unlawful
uses of technology. A number of jurisdictions have also passed
laws creating offences for the threat to distribute, or distribution,
of intimate images (image-based abuse).
Office of the eSafety Commissioner // esafety.gov.au

THE PROCESS FOR REPORTING CYBER-BULLYING FOR
UNDER-18s

•	Collect evidence
•	Report to the platform/site in which it occurred
•	If not removed within 24 hours, then report to the Office of the
eSafety Commissioner
More info // www.esafety.gov.au/complaints-and-reporting/
cyberbullying-complaints/i-want-to-report-cyberbullying

CYBER-BULLYING AND THE
AUSTRALIAN FEDERAL POLICE

•	Due to the internet’s borderless nature, unwanted contact,
harassment or cyber-bullying can occur from anywhere.

•	Schools and parents should become involved in the first
instance, as they would with most “offline” bullying.

•	Schools should have a cyber-bullying policy with sanctions for
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// WHO ENFORCES CYBER-BULLYING LAWS?

students who bully others during or outside school hours.

•	Serious cyber-bullying or stalking cases can be reported to the
Australian Cyber Security Centre’s ReportCyber service
(cyber.gov.au / cyber.gov.au/report).
	
Through initiatives such as ThinkUKnow, the AFP works with
state and territory police forces, Neighbourhood Watch
Australasia and the private sector to educate about staying
safe online.
	
The AFP’s High Tech Crime Operations Crime Prevention team
presents at schools, junior sporting clubs and community
groups about online risks and staying safe.
More info // www.thinkuknow.org.au

•
•

// THE AUSTRALIAN CYBER SECURITY CENTRE
Cybercrime can be quickly and easily reported online.
The Australian Cyber Security Centre allows secure online
reporting of online crimes through its ReportCyber service.
The Commonwealth, state and territory governments policing
initiative also helps people to recognise and avoid common
cybercrimes.
The ACSC educates and advises about common
cybercrime, such as hacking, online scams, online
fraud, identity theft and attacks on computer
systems.
It also covers cyber-bullying, which can be
reported if the actions are intended to make
the victim feel fearful, uncomfortable, offended
or harassed. Those being physically stalked or
concerned about their safety should report to local
police immediately.

Cyber-bullying or stalking involves someone engaging in
offensive, menacing or harassing behaviour using technology. It
can happen to people at any age, time and often anonymously.
Examples include:
P
 osting hurtful messages, images or videos online;
R
 epeatedly sending unwanted messages online;
Sending abusive texts and emails;
E
 xcluding or intimidating others online;
C
 reating fake social-networking profiles or
websites that are hurtful;
N
 asty online gossip and chat; and
A
 ny other form of digital communication that is
discriminatory, intimidating, intended to cause
hurt or make someone fear for their safety.
More info // www.cyber.gov.au

•
Those
•
•
being physically
•
stalked or concerned
•
about their safety should
•
report to local police
•
immediately.

© Parenting Guides Ltd
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STATE BY STATE
States have specific laws to protect their residents.
// VICTORIA
BRODIE’S LAW

Victoria’s 2011 anti-bullying laws make serious
bullying a crime punishable by up to 10 years
in jail. Dubbed “Brodie’s Law”, they were
introduced after Brodie Panlock, 19, suicided in
2006 after being bullied at work.
The move extended provisions in Victoria’s
Crimes Act 1958 to include behaviour that
involves serious bullying. The offence of
stalking, and therefore conduct that amounts to
serious bullying, carries a maximum penalty of 10 years
imprisonment. Brodie’s Law applies to bullying anywhere in
the community and on the internet.
Bullying can include threats and abusive and offensive
words or conduct. Serious bullying may also include conduct or
behaviour that is intended, or could reasonably be expected, to
cause the victim of the bullying to engage in suicidal thoughts
or thoughts or actions that involve self-harm.

Matters) Act 2014 created two summary offences
of “distribution of an intimate image” and
“threat to distribute an intimate image”
in circumstances contrary to community
standards of acceptable conduct. They cover
the distribution of images of anyone aged
under 18 and the distribution of images of
adults without consent.
The distribution offence carries a penalty of
up to two years in prison and the new offence of
threatening to distribute carries a penalty of up to one
year in prison.
Exceptions will ensure that those aged under 18 are not
inappropriately prosecuted or added to the sex offenders’
register for consensual, non-exploitative sexting. They do not
apply if the image depicts a criminal offence such as a sexual
assault, or if the person in the image does not consent to it
being sent.

SEXTING

STALKING

In late 2014, Victoria introduced Australia’s first “sexting”
laws. They created offences of maliciously distributing or
threatening to distribute intimate images of another person,
and ensured young people engaging in non-exploitative
“sexting” did not end up with criminal records or on the sex
offenders’ register.
The Crimes Amendment (Sexual Offences and Other

Since the Victorian Crimes Act (1958) was widened in 2011 to
include a range of bullying acts under the offence of stalking,
the number of reported offences has risen. The amendments
related to actions such as those expecting to cause mental or
self-harm, making threats and using abusive or offensive words.
For more information visit // www.legalaid.vic.gov.au/findlegal-answers/sex-and-law/sexting-and-child-pornography

Bullying
can include
behaviour such as
threats and abusive and
offensive words or
conduct.

// SOUTH AUSTRALIA
Cyber-stalking is recognised under stalking in South Australian
legislation. However, prosecution is rare. Cyber-bullying may be
considered assault if the bully threatens to physically hurt the
victim, and either there is a real possibility that the bully will act
or is in a position to act and intends to do so. Cyber-bullying and
trolling may also be defamatory.
Stalking has occurred when a person, on at least two occasions
follows, loiters near the victim’s home, interferes with their
property, sends them offensive material, publishes offensive
material, communicates in a way to make them fearful, keeps
them under surveillance or acts in another way reasonably
expected to cause apprehension or fear.
These acts must intend to cause serious physical or mental
harm, serious apprehension or fear.
The maximum penalty is three years imprisonment for a basic
offence and five for an aggravated offence.

STALKING
There has been concern over the inability of the police to intervene
where a person “stalks” someone. Legislation has been enacted
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which makes stalking an offence [Criminal Law Consolidation
Act 1935 (SA) s 19AA]. Behaviour defined as stalking includes:
following another person
	
loitering outside the home of another person or a place
frequented by the other person
entering or interfering with property in the possession of
another person
giving or sending offensive material to another person, or
leaving it where it will be found by, given to or brought to the
attention of the other person
publishing or transmitting material by means of the internet or
some other form of electronic communication in such a way that it
will be found by, or brought to the attention of the family member
	
communicating with the family member or other members of
the family by way of mail, telephone (or associated technology),
facsimile transmission or the internet or some other form of
electronic communication
	
keeping another person under surveillance
	
acting in any other way that could reasonably be expected to
arouse another person’s apprehension or fear.

•
•
•
•
•
•
•
•
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Cyber-bullying and sexting are both illegal in Queensland.
Cyber-bullying is a crime if it involves using the internet or
a mobile phone to make threats, stalk, menace, harass or
seriously offend someone. This can include sending offensive
messages or making posts that make someone feel extremely
angry, outraged, humiliated or disgusted. Threats may include
trying to intentionally frighten, intimidate or annoy someone by
threatening to hurt them or enter or damage a property,
It is a crime in Queensland to share an intimate image of
someone without their consent in a way that could reasonably
cause distress to the other person. A person under 16 cannot
legally give consent. It is also illegal to threaten to share an
intimate image without the pictured person’s consent. This
applies to threats made to the person in the image, or threats to
anyone else. This is the case even if the image doesn’t exist.
If the person in the image is under 16, the law says it is never
OK to share that image. The maximum penalty for sharing or
threatening to share an intimate image without consent is
three years in prison. The courts can
also order people who share the
images – or even threaten
to share the images – to
take reasonable action to
remove, destroy or
delete them.
Find out more //
legalaid.qld.gov.au.
Queensland sexting
laws // www.qld.gov.
au/law/crime-and-police/
types-of-crime/naked-pics

It is also illegal
to create, send, possess
or intend to possess images
of someone aged 18
or younger (including yourself)
who is involved in a
sexual activity.

// WESTERN AUSTRALIA
In Western Australia, police urge cyber-bullying victims to contact
organisations such as the Australian Communications and Media
Authority (www.acma.gov.au), ThinkUKnow (www.thinkuknow.
org.au), and ACORN – The Australian Cybercrime Online
Reporting Network. (www.acorn.gov.au). All handle complaints
about inappropriate online activities.
Sexting is not covered by the criminal code or defined under
legislation in Western Australia. As a generic term to describe
the act of sending sexually explicit messages or photographs,
primarily via mobile phones between adults and teens, sexting
between adults is not a criminal offence in WA.
However, sexting involving a child under 16 is covered by
offences relating to the production, distribution and possession
of child-exploitation material under Chapter 24 of the Criminal
Code (WA). These offences are applicable to sexting between
children or between a child and an adult. Further electronic
communications of a sexual nature, including pictures and live
streaming by an adult to the child, attract criminal sanctions
under section 204B of the Criminal Code (WA).

© Parenting Guides Ltd
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// QUEENSLAND

// TASMANIA
New Tasmanian anti-bullying laws that encompass cyber-bullying
were passed in September 2019.
Tasmanian Attorney General Elise Archer says The Criminal
Code Amendment (Bullying) Bill 2019 criminalises bullying
and expands the existing crime of stalking to address serious
bullying behaviour.
“Our Government believes this legislation strikes the right
balance between protecting Tasmanians from serious cases
of bullying, while also taking due care not to unnecessarily
bring people, especially young people, before the courts,”
Ms Archer says.
“Critically, the decision to prosecute serious cases will always
be a matter for the Director of Public Prosecutions.
“We know bullying can occur in almost any social environment
and has become a significant issue given rapidly changing
technology and the widespread use of social media.”
Find out more // www.justice.tas.gov.au

// NEW SOUTH WALES
In New South Wales and throughout Australia, cyber-bullies
may face criminal charges depending on the seriousness of the
offence. For example, it is illegal to use mobile phones or the
internet in a way that is menacing, harassing or offensive. Legal
Aid NSW says that “menacing” would be threatening to harm
someone. Threats are illegal under a number of laws and may be
considered assault. (This is a federal crime, so anyone in Australia
can be charged with this).
A “harassing” use may include repeatedly bothering
someone. An “offensive” use could include sending or sharing
a “sexy pic” or nude photo. If you use your mobile or the
internet in a way that is likely to really hurt or anger a typical
person, you may be committing a crime. The penalty for
menacing, harassing or offensive cyber-bullying is up to three
years in jail.
Legal Aid NSW has an under-18s youth hotline // 1800 101 810
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TERRITORIES LAW
The ACT and Northern Territory use a combination of laws.
// AUSTRALIAN CAPITAL TERRITORY
In the ACT, cyber-stalking is defined as the persistent use of
mobile devices and the internet to threaten, intimidate or
harass someone. Charges are laid under Section 474.17 of
the Criminal Code Act 1995 (Cth) using a Carriage Service to
Menace, Harass or Cause Offence. Offences may include:
	
Text, voice, or other harassment – the sending of threatening
or harassing messages, or posting of offensive content;
	
Sexual harassment via digital means (colloquially referred to
as “revenge pornography” – the sharing of intimate images
without consent); and
	
Unauthorised surveillance through hacking into your
accounts or installing spyware on your devices to monitor
your activity.

•
•
•

ACT POLICE TIPS

•	Check mobile device apps and disable geotagging or location
services for those that do not require a physical location;

•	Delete any apps that appear suspicious;
•	Know how to block and report people on the sites, apps and
games you use;

•	Know who you are talking to online – think of your safety if

recycling passwords for different accounts and change them
at least twice a year;
	
Install and maintain security software on your devices;
	
Reconsider having social media “joint accounts”;
	
Avoid unauthorised access to your wireless by changing the
default password on the router and not broadcasting your
wireless across a large area; and
Think before you send – once you send something digitally,
you cannot control where it ends up.

•
•
•

•	

Photo: Thinkstock

you meet someone in person you’ve only spoken to online;

•	Have strong passwords and change them regularly. Avoid

For more preventative and proactive measures visit //
www.staysmartonline.gov.au
www.wesnet.org.au,
www.thinkuknow.org.au

// NORTHERN TERRITORY
The Northern Territory does not have specific cyber-bullying
laws, however in August 2018 a Northern Territory Law Reform
Committee report recommended that the NT Government create
an offence under the Criminal Code (NT) of intentional and
reckless bullying that causes physical or mental harm.
It also recommended that offenders aged under 18 be
counselled or directed to an education campaign rather than
charged with an offence.
In the meantime, the NT uses related laws in the
Commonwealth Criminal Code Act, which details offences
depending on the specific alleged incident. They include:
	
Using a carriage service to make a threat or for a hoax threat;
	
Using a carriage service to menace, harass or cause offence;
	
Using a carriage service for suicide-related material;
	
Using a carriage service for child pornography material; and

•
•
•
•
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•	Possessing, controlling,

Think
before you
send – once you send
something digitally, you
cannot control where
it ends up.

producing, supplying or
obtaining suicide-related material
for use through a carriage service.
Existing Northern Territory legislation can also be used to proffer
a charge relating to cyber-bullying:
	
Threats to Kill;
	
Threats;
	
Unlawful Stalking; and
	
Offensive Conduct.
Northern Territory Police also play a community education and
enforcement role around cyber-bullying instances and issues.
The NT Police partners with the ThinkUKnow Program, which
educates parents and caregivers about cyber safety.
Visit // www.thinkuknow.org.au

•
•
•
•
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Profile // Jocelyn Brewer

DIGITAL NUTRITION
What is ‘digital nutrition’? Jocelyn Brewer says we can take the same approach to
our intake of digital content as we do when considering what and how we eat food.

‘‘W

e talk a lot about digital addiction and digital detoxing
– terms that are very negatively framed. That doesn’t
sit well with me because the future is going to involve
technology. We need to embrace the kinds of skills we need to
use technology in a clever way.
“I coined ‘Digital Nutrition’ as a response to the idea that
technology is toxic. There are decades of research and public
education on healthy food and eating choices and Digital
Nutrition borrows from that. It emphasises the
importance of balance in the way we use technology
but also in considering evidence of its impacts.
“When you have the basics of a healthy,
balanced relationship with technology, you don’t
need to force yourself offline to find peace. If
it’s school holidays and it’s raining, your kids
are more likely to spend more time online. At
Christmas, we eat and do things in excess and in
January we make resolutions about eating healthy
again.
“Some research says playing things like Candy Crush
for 20 minutes at the end of the day is a great circuit breaker – it
helps people chill out and decompress after a day’s work. But
that is different to playing for 90 minutes when you haven’t had a
conversation … it’s about context.
“And Digital Nutrition is positive about the opportunities that
technology offers modern communities.
“We get obsessed with ‘digital calorie counting’ – we’re stuck
on measuring screen time and using that as a measurement
of impact. But we need to look beyond that to what people are
consuming.
“Young people may be looking at Instagram but is that content
making them think ‘I’m not pretty/good/smart enough’ – or are
they on Instagram following inspiring and aspirational people?
“If there was a nutritional label on technology and games
and apps, what would be the vitamins and mineral content, and
what would be the fats and sugars? Look for virtual vitamins, like
Vitamin E for empathy.
“When kids play a certain game, are they sharing the
experience of the other person in the game? Are they seeing new
perspectives? Look for games and apps with plenty of Vitamin C
for Creativity – do they create and contribute something, rather
than consuming, consuming, consuming?
“Because these nutritional labels don’t exist, parents need
to play the games and use the apps and social media that their
children are using. And teens and kids need help to think about
whether they want a particular app or game to be a snack or a
sometimes food, rather than their main digital meal. As in real
life, you don’t want to eat hot chips all the time …
“If you are someone who loves chocolate and can’t have it in
the fridge because you’ll eat it all, be aware of this temptation

Photo: Supplied

“Playing
things like Candy
Crush for 20 minutes
at the end of the day
is a great circuit
breaker.”

THE THREE Ms
OF DIGITAL NUTRITION
Mindful // Pause and think more broadly about how
what you do, say, click on and scroll through affects your
overall wellbeing.
Meaningful // Have a sense of purpose and clarity in what
you read, comment on or participate in.
Moderate // Use technology in moderation. Also consider
moderating what you say and how you react to things that
show up in your online world.

from a digital perspective, too. Just like not being able to stop at
one or two squares of chocolate, if you dip into something
online do you then lose a sense of time? If so, maybe you need to
take that app off your phone, just like not keeping chocolate in
the fridge.”

// Jocelyn Brewer is a psychologist and former high school teacher who developed the concept of Digital Nutrition. She is part of Australia’s
first formal cyber-psychology research group at the University of Sydney. www.digitalnutrition.com.au
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Profile // Simon Fogarty

THE POLICEMAN
Simon Fogarty’s working day is dedicated to reducing cybercrime, including the
grooming and sexual exploitation of children via the internet.

‘‘G

enerally, there are two types of offenders. There’s the
offender who has a scattergun approach who doesn’t
necessarily care about the age of the person they talk
to via social media. They’ll ask where someone lives, what
they’re wearing and then do they want to meet up for sex?
Children may not be targeted specifically, but unfortunately
they do get caught up in this.
“Then there is the offender who targets kids because
of their age, and that is when we see the longer-term
grooming process. Conversations start through
social-networking sites, then offenders take kids
to more private sites where they can have
one-on-one engagement and develop
a relationship.
“They start to get control over the child
and usually convince a child to send pictures
of themselves in various naked poses.
When they have those pictures they use
those photos to blackmail the child to send
more pictures, or to meet up with them

for sexual activity. That’s known unofficially as ‘sextortion’.
“Police do a lot of work within social-media sites. We identify
who the offenders are, what they are doing online, and
investigators then arrest and prosecute them. We do a lot of work
with counterpart agencies interstate and overseas and we spend
a lot of time researching where kids are accessing social-network
sites and identifying child victims. It’s a priority to find kids who
are being exploited online and to rescue them.
“These kinds of social-media crimes are a growth area and
they are under-reported. Kids can be unlikely to report
an incident because they’re worried about losing
access to the internet or they’re afraid
or embarrassed.
“We’ve got to pull our heads out of the
sand and realise this is happening to kids
from all backgrounds. Parents need to take
an interest in what their children are doing
online and to talk to them about where they
hang out and what is happening online. Build
your child’s confidence so they can approach
you if they get into harm online because kids
don’t have the capacity to know how to get
themselves out of danger.
“If your child does have problems online, call
Crime Stoppers or go to your local police station. Contact the
appropriate website administrator and make a report. There are
also Sexual Offences and Child Abuse Investigation teams who
we work closely with to investigate these types of crimes.
“We are interested in finding out what has happened online
even if someone doesn’t want to pursue an incident. Keep
messages and images and a copy of the chat between your child
and the potential offender. We may need access to your child’s
social network profiles – we only need their login details and can
access their account at the police station.
“Look at the apps your child is using and learn how they work.
You don’t have to be experts but look at your child’s iPad or
mobile and see what they’re doing online. But of course children
need some privacy, particularly when they are older, and it’s
important they learn how to engage through social networks
because that’s the way of the world now. They may talk to each
other in ways that parents think are a little inappropriate and we
have to be flexible. But that has to be balanced with appropriate
behaviour and your child’s online safety.
“Our children need to understand that they wouldn’t walk
down a street with photos of themselves and hand out those and
their phone number to strangers. Yet they get online and provide
personal information to people they don’t know.”
For parents, carers and teachers //
www.thinkuknow.org.au/site/

“Our children need
to understand that they
wouldn’t walk down a street
with photos of themselves
and hand out those and
their phone number to
strangers.”

Photo: Supplied

// Simon Fogarty is a tactical intelligence officer with the Joint Anti Child Exploitation Team (JACET) – a Victoria Police initiative.
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Profile // Brett Lee

THE CYBER EXPERT
Are all teenagers sexting? No, says Brett Lee, who investigated child exploitation for
16 years, and says it is vital to understand that most teens do not sext.

‘‘I

f a young person believes everybody else is sexting – and
they’re not – then they think they are missing out on
something, that there must be something wrong with them,
and if everyone else is doing it, it must be OK. A young person
doesn’t have the knowledge to allow them to make an informed
decision that best protects them.
“Don’t assume most teenagers are sexting. It’s not ‘normal’
behaviour. But between the ages of 12 and 17 young people are
looking for their identity and exploring where they fit and there
can be a need or vulnerability. They want to be accepted – can’t
wait to grow up – and they may have someone in their life and
think they must do this otherwise they’ll lose them. Young people
don’t get involved in sexting for sinister reasons.
“In most instances, when young people sext, they are
committing criminal offences and it can lead to embarrassment,
humiliation, depression, fear, loss of dignity and blackmail – ‘I’ll
make sure everyone at your school sees this photo unless you do
this or that’.
“Parents don’t have to know everything about the technology.
Real world analogies are more important. I use an example of
picturing yourself in a mall with thousands of people around.
As you look through the crowd, you see someone you like
– maybe you know them, maybe you don’t. You push
your way through the crowd, walk up to that person
and take off all your clothes. Or that person says,
‘take off your clothes’ and you do that.
“When I watch the students’ reaction I know
they’re thinking ‘why would you do that? I’d
never do that!’ But sexting is similar. They take a
photograph of themselves in a split second, share it
in another split second, and it goes into a community
of 3 billion people for the rest of their lives.
“Have conversations about the internet being public and
discussions about whether your child would be happy for other
people to see them naked. Ask them, ‘if you send one of those
photos and it became public, would you want to take it back if
you could? How would you feel if your grandma saw it? What
if you sent that photo to a friend and they left their phone on
the kitchen bench, and your friend’s Mum or Dad picked it up?’
Verbalise real world outcomes so your child can consider them
and it can sit in the back of their mind.
“A parent will be repaid for the rest of their life if they develop a
culture of communication with their child about this. So your child
knows you are interested and a source of support if something
happens. If you think something is not right, step in and ask
questions. Maybe you need to remove your child’s device for a
while until a situation is fixed – some parents feel it is a birthright
for their child to have possession of their personal device. It is
not. Technology is way down the list when it comes to what is best
for our children.”

A parent will
be repaid for the
rest of their life if they
develop a culture of
communication.
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BRETT’S FIVE SAFEGUARDS

1
2
3
4

 et rules and boundaries.
S
These are not optional.

	
Stay current. Increase your knowledge
base as needed.
	
Take charge. You are the one who controls technology
and makes the final decisions.

5

	Use management controls. Parents have a right
to know where their children go and whom they
communicate with.
Communicate. Create an environment of openness
about technology and talk about it with your kids.

www.internetsafeeducation.com
www.internetsafeeducation.com/blog/sexting-andchildren/

// Former Queensland police officer Brett Lee is the founder of Internet Safe Education. www.internetsafeeducation.com
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APPS & SITES

Do you know Houseparty from TikTok? Or Snapchat from Instagram?

W

hile there is talk of Facebook losing some of its appeal for teenagers – mostly because they feel too many parents have
invaded the social media site – it’s still the most popular online meeting place site for teenagers.
About 71 per cent of them share photos and use Facebook to find out what friends, and friends of friends, are doing.
Instagram and Snapchat are also popular channels for today’s teenagers and their user numbers are on the rise. They’re the place to
share candid moments, share videos and photographs, make a statement or send quick messages.
YouTube is also a long-time favourite of children and has more than a billion users worldwide. Year on year, the number of hours
people spend watching YouTube content increases by 50 per cent and 300 hours of video are uploaded to the site every minute.
Here we give you a brief summary of the most popular social media apps that you have probably heard of, and some that you may not
be as familiar with.

// POPULAR APPLICATIONS
JAMES // 19
AGE
13+

SOCIAL NETWORKING

Facebook is a social networking website where users
create a profile, upload photos and videos and send
messages.
About 1.56 billion people use Facebook every day.
About 15 million Australians check in each month (Social Media
News, May 2019) and around 940,000 are aged between 13 and 17.
Facebook has ramped up its “community standards” content
monitoring, focusing on adult nudity and sexual activity, bullying,
harassment, child nudity, sexual exploitation of children, fake
accounts, hate speech, regulated goods, spam, global terrorist
propaganda and violence and graphic content.
The latest metrics from May 2019 suggest that for every 10,000
times people viewed content on Facebook, 11 to 14 views contained
content that violated the company’s adult nudity and sexual activity
policy, and 25 violated its violence and graphic content policy.
Children should check their privacy settings so they know who is
seeing their content. They should click Account at the top of any page
and then Privacy Settings in the dropdown menu. This means they
can control who sees their posts, limit the audience of posts they
share with friends of friends, and limit who can send them a friend
request.
It’s important to control who can see your profile contact info. Go
to your profile and click the Update Info button. Look for the Contact
Info section and then click Edit.
Use the audience selector at the right of each piece of contact
information to adjust who it is shared with.
Facebook has a Family Safety Center with safety resources and
general safety information // www.facebook.com/help/
Hot tip from Project Rockit //
Challenge online hate in risk-free ways. For example, write a
“counter-comment”, i.e. type ‘dislike’ and use your status to take the
power back // @projectrockit
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WHAT ARE YOUR FAVOURITE APPS?
Spotify, Instagram and Snapchat

WHAT DO YOU LIKE ABOUT THEM?
I like Spotify because it has the latest up-to-date music.
I like Instagram to see what is going on around the world.
Snapchat lets me see what people I know are doing.

WHAT APP DON’T YOU LIKE AND WHY?
iMusic – I prefer to listen to music on Spotify.

WHAT OTHER APPS DO YOU LIKE TO USE?
Netflix – they have a good selection of movies and
documentaries.

// TIPS FOR PARENTS
ConnectSafely.org is a US-based not-for-profit
organisation that aims to educate people about how to use
technology safely.
The website has lots of safety tips, research and guides
for parents on how to keep children safe when they surf the
internet and use social media.
Useful guides that can be downloaded include
A Parents’ Guide to Mobile Phones
A Parents’ Guide to Instagram
A Parents’ Guide to Cyberbullying
A Parents’ Guide to Cybersecurity
Go to // www.connectsafely.org to download
the guides and for practical safety tips.

•
•
•
•
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VIDEO CALLS WITH GAMES & QUIZZES
Houseparty enables people to connect anywhere
and anytime. This proved popular during the
COVID-19 social isolation with many friends and
family using it to stay in touch.
Houseparty has rules that ban nudity, threats,
bullying, trolling and impersonation. It also allows users to
unfriend or block someone they don’t like.
Rumours emerged of safety issues, which Houseparty denied.
It insisted its data was secure and there had been no data
breaches or exposure of customer data or third-party accounts.
Go to // houseparty.com
Guidelines // https://houseparty.com/guidelines/

AGE
13+

AGE
13+

PHOTO SHARING

Instagram is all about sharing photos and short
videos. It also has other functions such as
Instagram TV and shopping. People can upload
their own material, share it with friends, view
images and post comments on material shared by their friends
and people they follow. About 95 million photos are shared every
day, and about nine million Australians a month use Instagram,
according to Social Media Statistics Australia (December 2018).
Instagram’s default setting for all photos makes them available
for viewing by anyone using Instagram. It’s a good idea for
children to create a private account instead, so only people who
follow them, and whom they know, can see their images.
A Help Center with a Privacy and Safety section has instructions
on how to ensure photos and videos can only be seen by people
approved by your child to follow them. It also shows how to block
people.
Instagram has an Add to Photo Map feature where a location can
be added to a photo and reveal where it was taken. This is usually
turned off but once it is turned on, it stays on until it is turned off
again. Encourage teenagers to think carefully about sharing details
of where they are – especially if their account settings are public.
A comprehensive Tips for Parents section at Instagram Help
Centre is at help.instagram.com
For help, go to // parents.au.reachout.com/landing/
parents-insta-guide
Hot tip from Project Rockit // Use the DM (direct message)
feature to support someone having a tough time //
@projectrockit
Read // https://www.abc.net.au/life/talking-to-daughter-aboutbody-editing-apps-instagram/9771928
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AGE
13+

MEDIA MANAGEMENT

iTunes was recently replaced with new Mac apps for
music, videos, podcasts and audiobooks.
With macOS Catalina, your music, videos,
podcasts and audiobooks are organised into their
own dedicated apps – the Apple Music app, Apple TV app, Apple
Podcasts app and Apple Books app. You can also access your
iTunes Store purchases in these apps.
If you have a PC, you can continue to use iTunes for Windows to
manage your media library, make purchases and manually sync
and manage your iPhone, iPad or iPod touch.
Use Finder to sync and manage your iPhone, iPad and iPod
touch.
Finder is the new place to back up, update or restore your
iPhone, iPad and iPod touch.
Just connect your device to your Mac and it appears in the
Finder sidebar. And you can easily drag and drop files to your
device. Use Finder to manage your devices.
Upgrade your iTunes library
After you update to macOS Catalina, just open the Apple Music
app or Apple TV app to use your iTunes library in the new apps.
Have multiple iTunes libraries? Learn how to switch between
them in macOS Catalina.
If you open the Apple Podcasts app or Apple Books app first, you
won’t see any of your media until you open the Apple Music app
or Apple TV app.
Go to // https://support.apple.com/en-au/HT210200
Family sharing // www.apple.com/au/icloud/family-sharing

AGE
13+

SOCIAL NETWORKING

Pinterest started in 2010 as a place for people to
collect ideas they found around the internet. It’s
about getting inspiration from other people’s ideas
and what they share. Pinterest now has an
international community of more than 250 million people and is
home to more than 200 billion ideas.
The Help Center has information on how to best manage an
account and to maintain privacy. For example, if you want to block
a Pinterest user, open the profile of the person you want to block.
Then click on the flag symbol. Click block and then OK to confirm.
To unblock an account, open the profile of the person and then
click unblock. help.pinterest.com
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AGE
13

SOCIAL NEWS

Google is a search engine that scours the Internet
for information. Reddit’s tagline is “Conversation
starts here” and the social news internet site is used
by millions of people worldwide who share
comments, views and interests.
The most interesting posts and comments are “upvoted” to the
top of the pile or the “Hot” pages.
About 330 million people use it every month and take part in
chats and forums that match their interests – called subreddits.
Subreddits range from Parenting and Politics to Comics, “Today I
Learned” and Gaming.
Reddit recently raised $300 million in investments which will be
used to improve and streamline the website.

AGE
13+

TikTok is described as “the world’s leading
destination for short-form mobile videos”. Using
smartphones, people capture and share moments
of their everyday life. In 2018, TikTok was one of the
world’s most downloaded apps.
TikTok produces a Community Well-Being series with
information on how users can make the most of various safety
and privacy tools. Some of the key tools are being able to keep
your list of liked videos private by going to Privacy and Settings
– click on the three dots in the top right corner. Then go to “Who
Can See the Videos I’ve Liked” and choose between All or Me.
Users can keep the videos they make themselves private by
choosing “Private” on the video posting page where it asks, “Who
Can View This Video”.
By default, initially TikTok accounts are public – so you need
to actively switch to a private account. Parents can get advice on
safety for children on TikTok at support.tiktok.com

PHOTO MESSAGING

Snapchat is a media-sharing and chat app. The text,
photos and videos your child sends automatically
disappear between 1 and 10 seconds after posting.
Over 180 million people use Snapchat every day, and
about 6.4 million Australians use it each month. While “Snaps” are
supposed to be momentary, they can be screenshot, which may
leave images open to being used or shared in a way your child
didn’t intend. Talk to teenagers about ensuring that any images
they share won’t embarrass them or get them into trouble.
Look at Privacy Settings to make sure teenagers only receive
images from people they know.
	
Filter who can send you Snaps by tapping the ghost icon at the
top of the camera screen to access your profile.
	
Then tap the gear icon in the upper-right corner to reach the
settings menu.
	
When you see “Who Can Send me Snaps”, choose ‘My Friends’.
Inappropriate content can be reported. Press and hold on the
Snap, then tap the Button with the flag emblem.
For help, go to // support.snapchat.com/a/privacy-settings
Go to // support.snapchat.com for safety advice and how to
report concerns and abuse.
Snapchat lets you to block someone from sending you Snaps //
support.snapchat.com/a/block-friends
You can delete your teenager’s account at accounts.snapchat.
com/accounts/delete_account You need the username and
password. If a teenager won’t reveal them, parents can file a deletion
request at tiny.cc/5fsj8y

•
•
•
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VIDEO SHARING
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AGE
13+

MICRO BLOGGING

The Tumblr app is a blogging platform where
people can post short texts, photos, quotes, links,
music and videos. About 3.7 million Australians use
Tumblr.
In December 2018, Tumblr introduced new Community
Guidelines around the type of content that can be shown on the
site. Content flagged as “adult” is no longer allowed.
Tumblr defines adult content as photos, videos or GIFs that
show real-life human genitals or female-presenting nipples, and
any content – including photos, videos, GIFs and illustrations – that
depicts sex acts.
Tumblr accounts are generally public and, according to
antivirus and security company McAfee, a primary Tumblr
account is always public.
But you can start a secondary blog or account and protect it
with a password to be more private.
Tumblr also has an “ignore” feature that blocks people you
don’t want to communicate with from being able to see your blog
posts.
Nor can they send you messages or follow your blog and your
blog won’t appear in their search results.
To block someone, open your blog, go to the user menu and
select “Block”.
For help with security concerns about Tumblr, go to //
www.tumblr.com/help or visit support.tumblr.com
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SOPHIA // 12
WHAT ARE YOUR FAVOURITE APPS?
Instagram and Snapchat.

WHAT DO YOU LIKE ABOUT THEM?
I like Instagram and Snapchat because they allow me to
talk to my friends and I can see what they are doing when
we are not at school.
I can also share what I am doing with them.

AGE
13+

MESSAGING SERVICE

Twitter keeps people in touch with short messages,
photos, videos and links. Posts or “Tweets” are sent
to followers once you click the “Tweet” button.
Twitter sees free expression as a human right and
aims to give everyone a voice. But Tweets cannot be abusive or
threatening and the company has a suite of features to keep
Twitter safe. About 4.7 million Australians use Twitter each
month.
You can mute an account to stop seeing Tweets from someone
without blocking them and you can block words, hashtags and
phrases. You can instantly block an account and opt out of images
that you don’t want to see. Parents can use the “safe search”
function to remove potentially sensitive content by default.
@TwitterSafety keeps users up to date with the latest safety
updates and tools.
Go to // help.twitter.com

AGE
16+

PHONE MESSAGING

WhatsApp is officially described as a “crossplatform mobile messaging app”. Essentially, it
allows you to send and receive messages without
paying SMS fees. More than one billion people in
more than 180 countries, including around seven million
Australians, use WhatsApp.
Users can set up groups to receive messages from each
other and to send images, video and audio messages. There is a
block facility, so messages sent from a blocked contact won’t be
delivered. Your online information and status message updates
won’t be seen by blocked contacts either. But blocking someone
won’t remove their contact from your WhatsApp list. To delete
them you must delete the contact from your phone’s address
book.
Go to // www.whatsapp.com/faq for details about the app and
safety options.

AGE
16

WHAT APP DON’T YOU LIKE AND WHY?
Call of Duty. I don’t like it because it’s violent and hard to
play. If I do play it, I get frustrated so I avoid it.

WHAT OTHER APPS DO YOU LIKE TO USE?
TikTok because it makes me laugh and I can view my friend’s
videos and there are a range of video genres to choose from.

AGE
13+

VIDEO SHARING

At its most basic level, YouTube is a video-sharing
website. It is designed for users aged 13 or older.
YouTube has over one billion users.
Every day people watch over a billion hours of
video and generate billions of views. 15 million Australians use
YouTube each month according to Social Media Statistics Australia
from (April 2019).
YouTube does set out some basic rules for users. Videos
featuring nudity or sexual content should not be posted, nor
should violent and graphic content be shared. There is a flagging
feature on video and if you see content that is offensive or
concerning, you can flag the video and submit it to YouTube staff
for review. That content may then be removed.
Go to YouTube and log on to the Safety Center for parent
resources. This provides information about what kind of content
is not allowed, reporting and includes tips and tools on how to
stay safe and screen out disturbing content support.google.com/
youtube
You can also visit your child’s channel to see what they are
posting and what they are watching on YouTube.
Go to // www.youtube.com/yt/about/policies/#communityguidelines

VIDEO CONFERENCING

Zoom allows video conferencing and messaging across any device and grew in popularity among all age groups during the
2020 COVID-19 pandemic. Zoom has some similarities to Skype\Facetime but its functionality is slightly different.
Meetings can be recorded, and password protected. Multiple participants can share their screens simultaneously and
choose a virtual background.
Younger people can also use Zoom Chat and create private or public groups. The recommended age for use is 16, unless through a
school subscription. Go to // zoom.us
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STAY IN CONTROL
A range of tools can help parents control their child’s use of social media.

AdobeStock

T

o the uninitiated, cyberspace can be a bewildering world.
And at first glance, the social-media landscape can be
an unfamiliar and unfriendly place where parents
seem to have little ability to monitor and control how their
teenager operates.
So where do parents start if they want to gain a better
understanding of what their children are doing online? What
effective and easy-to-use resources are available to support
concerned families? What actual tools can parents use right now,
and what practical steps can they take to become informed about
how their children are using social media?
The good news is that parents aren’t powerless when it
comes to having influence over their child’s social-media use
and experiences. The resources and tools available to parents
can help them control how often and how much time their
children spend using social media, and what kind of online
content teenagers access. And parents don’t have to become
IT experts either.

updated by the filter company to block access to that website. All
internet service providers must offer a Family Friendly Filter.
The office of the eSafety Commissioner has a series of filter
classification codes to help parents decide what level or category
of filter is appropriate for their household:

// FAMILY FRIENDLY FILTERS

Family Zone
Manufacturer: Family Zone.
Class of accreditation: Recommended for children under 10 years
of age and older (accreditation class 3).

The Communications Alliance, a communications industry forum
in Australia, recommends Family Friendly Filters.
To be classified as a Family Friendly Filter, a filter undergoes
independent testing to ensure it is effective, easy to use and that
it is updated as and when required by the office of the eSafety
Commissioner.
For example, if it determines that a specific website is
prohibited under Australian law, a Family Friendly Filter will be

28

Social Media 101 // 2020

Unclassified – These filters block websites on the eSafety
Commissioner’s prohibited URL filter (PUF) list, and are
recommended for 18-plus years of age
Class 1 – recommended for children over 15 years;
Class 2 – recommended for children between 10 and 15 years;
Class 3 – recommended for children under 10 years.

CURRENT APPROVED FAMILY FRIENDLY
FILTERS ARE:
Norton Family Premier // Version: 3.6.4.71
Manufacturer: Symantec.
Class of accreditation: Recommended for children over 15 years
of age (accreditation class 1).

Australian Private Networks
Manufacturer: Australian Private Networks.
Class of accreditation: Recommended for children over 15 years
of age (accreditation class 1).
Go to // www.commsalliance.com.au/Activities/ispi/fff
© Parenting Guides Ltd

// PARENTAL-CONTROL SOFTWARE
Parental-control tools help parents to monitor and limit what
their children do and see online. There are many tools available
and they offer different functions, such as allowing parents
to limit the amount of time children spend on certain
websites or games.
Currently, there are more effective tools for use with
PCs and Macs than with mobile, tablet devices and game
consoles. The important thing to remember is that no tool
is 100 per cent effective at blocking access to inappropriate
content online.

WHAT DO PARENTAL CONTROLS DO?
Most control tools allow parents to block children from
accessing specific websites or apps, and they filter inappropriate
material, such as sexual or violent content.
Most parental controls also allow parents to monitor their
child’s online activities by reporting on the sites that children
access, the length of time spent on those sites and how often
your child accesses them.
Parents can use controls to set time limits and so block their
child’s access to game sites or to social-media sites after a set
period. Additionally, many parental control tools allow parents
to change the “tool settings” according to a child’s age, i.e. you
can control who sees your child’s posts on Facebook, who can
see their images and profile, and control and tighten their
privacy settings.

DO THEY BLOCK ALL THE BAD STUFF?

Photo: Thinkstock

WHAT ARE PARENTAL CONTROLS?

child being exposed to something they shouldn’t see.

•	Currently, parental-control tools are more efficient at blocking

“adult” or sexual content than content that may promote
self-harm, eating disorders, violence, drugs, gambling, racism
and terrorism.
	
While new control tools are being developed every few months,
at the moment some may have difficulty filtering content
within social-media sites and messaging services, including
video-messaging services such as Skype.
	
Parental-control tools are improving on game consoles,
mobiles and tablets.
Parents still need to keep talking to children about what socialmedia sites, games and apps they are using, who they
are communicating with and what kinds of material they
are accessing.

•
•
•

•Parental controls aren’t a silver bullet and they won’t block all

inappropriate content, but they can reduce the chances of your

// CHOOSING THE BEST PARENTAL-CONTROL TOOL
So how do you decide what tool is best to help protect your
child online?
Parental-control tools are developed and updated regularly,
but the most effective tools are the ones that are easy to install
and use. User reviews are a good guide to helping you find the
right tool. Look for a tool that:
	
Allows you to monitor your kids’ online behaviour and
has the ability to schedule monitoring times and password
access;
Blocks content and websites. Blocking and filtering elements
may include application blocking, chat blocking, searchengine filtering and social-network blocking;
	
Offers good reports on which websites have been accessed
and computer use. This should include screenshots,
keyboard strokes and online searches. Some products
can capture usernames and passwords for sites such as
Facebook;
	
The best parental-control software will capture screenshots
and send you emails about activity on your child’s computer
so that you stay informed, even if you are far away;
	
Is automatically updated to ensure new websites and

•
•
•

•
•

content are blocked;

•	Can be used remotely – handy if your child is doing a school

project and the tool is over-blocking content, or if children
are home alone and you want to know which websites they
are visiting; and
	
Is compatible. In a household it is likely that you will want to
monitor a number of computers and phones with different
operating systems. The best parental-control software is
compatible with a range of phones and operating systems.

•

FINDING THE BEST TOOL FOR YOU
Look at recent reviews on trusted consumer review sites
and technology review sites such as TopTenReviews,
TopConsumerReviews, PC Magazine and Laptop magazine. You
can also search for the latest reviews on parental-control tools,
content filters and internet filters.
Remember that parental controls don’t provide software or
hardware security. For this you need firewalls to block access
by unauthorised systems and anti-virus to block programs
that seek to steal or destroy data. And these tools must be
automatically updated, as new viruses are released every day.

Profile // Katie Miller

THE LAWYER
If your son or daughter does something
offensive on social media, what’s the
potential legal fallout? Katie Miller
highlights some of the legal issues.

‘‘ T

he key thing to remember about social media is the
same rules apply in the online world as apply in the
offline world. So the same kinds of things that get
children into trouble offline get them into trouble online.
“But social media and the online world have changed the
game by making everyone more connected, and so allowing
potentially problematic situations and actions to happen more
quickly. For example, bullying that would happen at school over
a term can now happen 24 hours a day, seven days a week.
So the groundswell can build more quickly and the effects
can be longer lasting.
“But we wouldn’t accept our kids being bullied
or bullying offline. And while bullying online
may cause psychological rather than physical
harm, that doesn’t mean it’s acceptable.
If your child is saying nasty things about
someone else online, theoretically that
could be defamation.
“When it comes to the online world, know
what your kids are doing online and talk
about their responsibilities. It’s not a lawless
world. Just as there are rules in the physical
world, there are rules to comply with in the
online world.
“Explain to kids that often rules on social-media websites
are about protecting them and so many sites state that children
should be over the age of 13 to join. But parents sign up younger
kids because kids pester parents that all their friends use that
particular site and parents relent. But when you sign up your
10-year-old to a social-media site that’s for children aged
13-plus you’re sending the message to your child that online
rules don’t matter.
“When it comes to mobile phones, children under 18 can’t sign
a mobile-phone contract, so when you sign that contract for your
child you have an important role to play in ensuring your child
understands the boundaries of the law and how to use their
mobile responsibly.
“Sexting is a key issue that parents need to know about.
Sexting generally starts between two consenting teenagers as
an extension of flirting behaviour. The problem can arise when
that relationship goes bad. Then one person decides to
distribute intimate photos of their ex, or in some cases a person
uses intimate photos of another person to intimidate and
threaten them.
“Until very recently, teens who took intimate photos of another
person, even when they were engaging in consensual sexting,
could be considered by law to be creating child pornography.

“When you sign up
your 10-year-old to a
social-media site that’s for
children aged 13-plus you’re
sending the message to your
child that online rules
don’t matter.”

Photo: Supplied

That’s a problem, because if you’re found
guilty of creating child pornography you
become a registered sex offender.
“In Victoria the law recently changed to ensure
that young people who engage in non-exploitative
‘sexting’ don’t end up with a criminal record on the sex
offenders’ register. But if your teenager distributes intimate
photos of another person without their consent, i.e. the wounded
boyfriend sends intimate photos of his ex-girlfriend as revenge,
then they are committing a crime.
“Ultimately, if you have confidential information from someone
– an intimate photo or something they’ve told you online – and
you spread it further than the sender intended, that could also be
a breach of privacy.
“Always remember that you sign the mobile-phone contract for
your child. So if you suspect that your child is using their phone
inappropriately you can talk with them about that, but at the end
of the day if they don’t listen then you pay for the phone, you sign
the contract, you own it – and you have options.
“Keep reminding children that there is nothing special or
different about the online world and the real world. Talk to them
about what is right and wrong and what rules apply, and make it
clear that if they break the rules there are consequences within
the family, at school, and perhaps with the police and the courts.
“Look at your own behaviour with social media, too. How do
you treat rules online? Children copy their parents, and if they
see you treating online rules as flexible and breakable, don’t be
surprised when they do the same thing.”

// Katie Miller is a past president of the Law Institute of Victoria.
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Profile // Dr Suelette Dreyfus

THE PRIVACY EXPERT
Dr Suelette Dreyfus says while parents need to stay in touch with how their children
use the internet and social media, making the right decisions online is a skill.

‘‘I

had a conversation about children and their online presence
years ago with Julian Assange, my co-author of Australia’s
first mainstream book about computer hacking, who was
also a father. He said if you tell your teenage boy ‘you can’t have
free run on the internet because there are bad things out there
and you might see those things’, the first thing he will do is hunt
down the ‘forbidden fruit’.
“His point was that parents are often better off explaining and
reasoning with their teenager rather than just forbidding access
to information. His approach at the time could be described as
‘I trust you to be responsible using the internet. Yes, there are
some bad things online, but there is also a big, bright world at
the other end of that ethernet cable. If you want to do
something interesting and valuable with your life,
explore that world’.
“Parents need to work out where their child
sits on the spectrum of freedom versus
constraints, wisdom and maturity. If a
teenager is generally truthful, have regular
discussions with them about what they’re
doing online and set parameters with
them. But you don’t need a heavy-handed
‘sniffing of the network to monitor all their
traffic’ approach because reading every text
message is unrealistic. The minute you take off
that harness, they may lash out. You also don’t
want them to live a double life you don’t know about
because they feel constrained.
“The kind of rule that is sensible is that their circle on social
media needs to be closed. I’ve put constraints on my children
that it only includes friends they know face to face – not friends
of friends and tenth cousins once removed! There must be a
relationship in the real world that generates accountability that
improves behaviour online.
“If teenagers are spending a lot of time alone in their room,
it’s reasonable to ask to see their messages. Explain that it’s not
so much about the content but finding out what is eating at your
teenager emotionally. Seeing what they are doing online is not
only about protecting them from creepy people – just as serious
is recognising depression.
“Technology allows children to isolate themselves more. If you
get enough information about what is worrying them, go online
and find resources. A great gift of the internet is that people who
would otherwise be outsiders can find a community of people
just like them. Helping them make appropriate use of specialist
communities can make a teenager feel less isolated in their
awkward years.
“In terms of what they place online, ask your child to remember
how incredibly uncool they were in grade 5. That’s how they are
going to feel in year 12 if they do stupid things online today. You

can talk about it hurting their chances with employers later, but
they won’t get that – but they understand embarrassment.
“People don’t necessarily want privacy because they are doing
anything wrong – they want privacy because it’s a kind of autonomy.
It allows us to make mature choices in deciding how much
information about ourselves we are going to give someone else.
“That decision-making and recognition that there are different
pieces of ourselves that we do or don’t want to share is part of
becoming independent. Parents need to give their teenagers a
chance to practise that. We don’t hand the keys of an undriven
car to an 18-year-old who has never been behind the wheel and
say, ‘Off you go! Good luck!’ We do an awful lot of test driving
first, and it’s the same with learning to manage privacy.
“Privacy is a basic human right, and if your child knows
this they feel they have some power. This lets them
own the outcome of your discussions so they are
more likely to abide by it.
“Finally, if you think your child will never find
out that you’re monitoring them online, think
again. If and when they find out, that breaks
their trust in you.”

“Ask your child
to remember how
incredibly uncool they were
in grade 5. That’s how they
are going to feel in year 12
if they do stupid things
online today.”

Photo: Supplied

// Dr Suelette Dreyfus is a lecturer in the Department of Computing and Information Systems at the University of Melbourne.
Her research interest is in privacy and anonymity.
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Profile // Steve Biddulph

THE AUTHOR
Steve Biddulph is a parent educator, psychologist and author. His books include
10 Things Girls Need Most, Raising Boys, Raising Girls and The New Manhood.
Q. HOW IS MODERN LIFE MAKING THINGS MORE
CHALLENGING FOR YOUNG PEOPLE TODAY?
”We’ve put them in this frantic life with the hurry of our lives,
the competitive nature of schooling and the way they
see the world – it’s just the contest. It’s not just doing well
at school, you have to look amazing and you have to be
out there and switched on and then there’s the 24/7
saturation of the internet … It’s a perfect storm.”

HOW DO PARENTS TALK ABOUT
SEXTING AND SOME OF THE
SEXUALISED IMAGERY CHILDREN SEE
ON PHONES AND THE INTERNET?

“We can
easily overreact
or not know what to do
because maybe we had
parents who yelled at us
and were cold
and difficult.”

”Let kids know that you know about some
of the things that they’re encountering. Say,
‘look, I’m sure people have shown you stuff on phones and
pictures on the net that are pretty yucky looking, and I want to let
you know that love and sex – that’s not what it’s really like. It’s a
really great part of life and we’ll talk to you about that as time goes
on and I’m always happy to talk about it’. Make those openings,
so when some idiot holds a picture up in the playground that’s

// STEVE BIDDULPH’S BOOKS
10 Things Girls Need Most
Raising Girls
Raising Boys
The New Manhood
Raising a Happy Child – in the
precious years from birth to six
Raising Babies
The Making of Love
Love Laughter and Parenting
Stories of Manhood

gross, your daughter thinks ‘mum knows about that so I don’t
have to keep that secret from her’. When kids are older you’d say
something like what they need to know about pornography is that
it’s different – people in real life talk to each other and they’re kind
and not mean when they’re having sex.”

WHAT DO PARENTS NEED TO BE AWARE
OF ABOUT THEIR OWN BELIEFS AND
EXPERIENCES WHEN DISCUSSING
SENSITIVE TOPICS WITH CHILDREN?

”What brings us unstuck as parents are
the things we’re just not quite aware
of. So if a child is experiencing a little bit of
bullying and we had bullying in our past, it’s
very hard to come to that in a steady, balanced
way. We can easily overreact or not know what to
do because maybe we had parents who yelled at us and
were cold and difficult. Or perhaps you can say to yourself, ‘my
parents never helped me with sexuality so I’m going to have to
get a bit of support for this and I want to do it differently’.”

YOU HAVE WRITTEN EXTENSIVELY ABOUT BOYS
AND THEIR HEALTH, WHAT ARE YOUR CONCERNS
FOR GIRLS?
”There may be people who’ve got daughters who are
relaxed and confident and spirited into their mid-teens.
They may have loyal friends and are treated respectfully by boys
… but for about two girls out of five, that’s just not so. They’re
massively anxious and currently across the Western world one in
five teenage girls is on anxiety medication… Anxiety then drives
the other things like self-harm and eating disorders and alcohol
over-use and risky sex – but anxiety we think is the core.”

HOW DO WE SUPPORT YOUNG PEOPLE,
PARTICULARLY GIRLS, WHEN THEY FACE PROBLEMS
WITH SOCIAL MEDIA?
”Mothers and fathers have to wield a sword, and that
might mean saying we don’t have phones on after 7pm in
our house, or we don’t just leave the TV on all the time because our
daughters will get this wash of completely unconscious imagery that
if you’re female you have to be thin and hot and sexy and young.”

WHAT IS ONE THING PARENTS CAN DO TODAY TO TRY
TO TACKLE THE SOCIAL MEDIA TSUNAMI THAT THEIR
CHILDREN ARE EXPOSED TO?
”Maybe have one night a week when you just hang out
without a television – kids will just love it.”

// This is an edited interview conducted by Clare Bowditch with psychologist and author Steve Biddulph on ABC Radio Melbourne.
www.stevebiddulph.com
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FREE DOWNLOAD

FAMILY TECHNOLOGY
USER AGREEMENT
•	Iwill not give out any personal information, such as

my age, last name, address or phone number,
or meet someone I’ve met online, without my
parents’ permission.
	
I will not put myself at risk by posting or sending
inappropriate photos of myself or others.
	
I will block creepy messages from people I don’t know
and inform my parents.
	
I will tell my parents or an adult I trust if anything
happens online that makes me feel uncomfortable,
upset or sad.
	
I will not share my password with anyone other than
my parents, even my best friend.
	
I will set privacy controls and always discuss with my
parents when I want to create a social networking
profile.

•
•
•
•
•

I WILL THINK FIRST

•	Iagree that not all apps, TV shows, movies, games,

music and websites are right for me. I will talk to my
parents if I am not sure what’s appropriate.
	
I will discuss ratings with my parents and agree to
follow my family’s agreed ratings.

•

The agreed ratings are:

I WILL BE A GOOD DIGITAL CITIZEN

YOUR FAMILY TECHNOLOGY USER AGREEMENT FROM parentguides.com.au

I WILL KEEP MYSELF SAFE

•	Iagree not to bully anyone online by sending pictures
or sharing videos without the permission of the
person(s) in the photo/video, or by spreading gossip,
setting up fake profiles or saying cruel things about
people.
	
I agree not to use technology to cheat on schoolwork
and always cite the sources of information.
	
I agree to flag and report content that is
inappropriate and be an upstander against bullies by
reporting incidents to trusted adults

•
•

I WILL KEEP A HEALTHY BALANCE

•	Even though I love media, there are other things in

my life that I’m interested in. So I will help my parents
set time limits that make sense and then I will follow
them.
	
I will help my parents understand why media is so
important to me by sharing my online experiences,
but I also recognise that my safety is more important
to them than anything else.
	
The agreed charging time for all devices on a school
night is 8pm.
Our house will have a technology-free time for an
hour each night for dinner.

•
•

•	

The agreed time limits are:

•	Iknow that not everything I read or see is true, and
I will think about whether a source is credible.

•	Iagree not to download anything or fill out surveys
without my parents’ permission.

•	Iknow that the pictures and videos I post online, and
everything that I write about myself and my friends,
will likely be online forever. Therefore I will not put
anything on my profile that I wouldn’t want my
parents, teachers, or future employees to see.

IN EXCHANGE, MY PARENTS AGREE TO

•

 ecognise that media is a big part of my life, even
R
if they don’t always understand why.
	
Before saying “no”, talk with me about what
worries them and why.
Embrace my world: understand downloads,
IM, online games and the sites that I like.

•
•

// SIGN SETUP
ME

MY PARENTS

// Kindly supplied by Firbank Grammar School.
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ASSISTANCE
There are many places to get information and help.
// CYBER HELP
Office of the eSafety Commissioner
esafety.gov.au
Parent resources
www.esafety.gov.au/parents
Cyber help
www.staysmartonline.gov.au

EMERGENCIES
Ambulance/Fire/Police // 000
Lifeline, 24-hour counselling
13 11 14 // www.lifeline.org.au

// SOCIAL MEDIA
LAWS
ACT // www.thinkuknow.org.au

Protecting kids online
www.familyzone.com

Project Rockit
www.projectrockit.com.au

Australian Council on Children
and the Media app reviews
childrenandmedia.org.au/app-reviews

ThinkUKnow online advice
www.thinkuknow.org.au

GameAware
www.gameaware.com.au

Australian Cyber Security Centre
ReportCyber crime reporting
cyber.gov.au/report

Family friendly filters
www.commsalliance.com.au/Activities/
ispi/fff

Gaming resources
www.videogames.org.au

Connect Safely
www.connectsafely.org

Gaming workshops
www.instituteofgames.com

Internet safety
www.wesnet.org.au

Internet Safe Education
www.internetsafeeducation.com

Parent Guides
parentguides.com.au/social-media-101

Northern Territory //
www.thinkuknow.org.au
NSW // Legal Aid NSW
under-18s youth hotline
1800 101 810
Queensland //
Queensland sexting laws
www.qld.gov.au/law/crime-andpolice/types-of-crime/naked-pics //
www.legalaid.qld.gov.au
Tasmania // www.justice.tas.gov.au
Victoria // sexting laws
www.legalaid.vic.gov.au/find-legalanswers/sex-and-law/sexting-andchild-pornography

// GENERAL HELP
Anxiety Recovery Centre Victoria (has
links to other states)
www.arcvic.org.au

Mind Australia
1300 286 463
www.mindaustralia.org.au

Australian Psychological Society find a
psychologist
www.psychology.org.au/
FindaPsychologist

Mind Matters
www.mindmatters.edu.au

Beyond Blue
1300 22 4636
healthyfamilies.beyondblue.org.au
Black Dog Institute
www.blackdoginstitute.org.au
CAT Teams
www.health.vic.gov.au/mental
healthservices/adult/
Health Direct services directory
www.healthdirect.gov.au
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Royal Australian College and New
Zealand College of Psychiatrists
www.yourhealthinmind.org/mentalillnesses-disorders
Raising Children Network //
Australian parenting website
raisingchildren.net.au

Transcend (transgender support)
www.transcendsupport.com.au
National LGBTI Health Alliance
www.lgbtihealth.org.au
QLife
1800 184 527
www.qlife.org.au
Minus18
minus18.org.au
Suicide Call Back Service
1300 659 467 //
www.suicidecallbackservice.org.au

Safe Schools Coalition Australia
www.safeschoolscoalition.org.au
Sane Australia
1800 18 7263
www.sane.org
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// PARENT
HELP LINES
ACT // (02) 6287 3833
Northern Territory // 1300 301 300

// APPS AND ONLINE TOOLS
MOOD DISORDER APPS VIA REACHOUT
au.professionals.reachout.com/apps-and-online-tools/mood-disorders

ANXIETY DISORDER APPS VIA REACHOUT

NSW // 1300 1300 52

au.professionals.reachout.com/apps-and-online-tools/anxiety-disorders

South Australia // 1300 364 100

TOOLS FOR GENERAL WELL-BEING VIA REACHOUT

Queensland // 1300 301 300
Tasmania // 1300 808 178
Victoria // 13 22 89
Western Australia // 1800 654 432

au.professionals.reachout.com/apps-and-online-tools/wellbeing-apps-and-tools

REACHOUT WELL-BEING TOOLBOX
au.reachout.com/sites/thetoolbox

BEACON 2.0. PORTAL FOR ONLINE MENTAL AND PHYSICAL
DISORDER APPLICATIONS
www.beacon.anu.edu.au

// GAMBLING
Gambler’s Help Youthline (24/7)
1800 262 376
Gambling Help Online
www.gamblinghelponline.org.au

// YOUNG PEOPLE
ReachOut
au.reachout.com

Parent resources
www.responsiblegambling.vic.gov.au

Alannah & Madeline Foundation // Antibullying
www.amf.org.au

KidBet
kidbet.com.au

Headspace // Youth mental health
www.headspace.org.au

Rosie // Research-based information
for girls
www.rosie.org.au
Youth Beyond Blue // Beyond Blue’s
youth program
www.youthbeyondblue.com
Instagram resource
parents.au.reachout.com/landing/
parents-insta-guide

Kids Helpline
1800 55 1800
www.kidshelpline.com.au

MY NOTES

FREE DOWNLOAD
YOUR FAMILY TECHNOLOGY
USER AGREEMENT FROM

parentguides.com.au

FAMILY TECH
N
USER AGREE OLOGY
MENT

I WILL KEEP

•

MYSELF SAFE

I will not give
out any perso
nal information,
my age, last
such as
name, addre
ss or phone
or meet some
number,
one I’ve met
online, witho
parents’ permi
ut my
ssion.
I will not put
myself at risk
by posting or
inappropriate
sending
photos of mysel
f
or
others.
I will block creep
y messages from
people I don’t
and inform my
know
parents.
I will tell my paren
ts or an adult
I trust if anyth
happens online
ing
that makes me
feel uncomfortab
upset or sad.
le,
I will not share
my password
with anyone
my parents,
other than
even my best
friend.
I will set privac
y controls and
always discus
parents when
s with my
I want to create
a social netwo
profile.
rking

I WILL BE A GOO

•

•

•

•

•
•
•

I WILL THINK

•
•

•

I WILL KEEP

•

FIRST

A HEALTHY BALA

NCE
Even though
I love media,
there are other
my life that I’m
things in
interested in.
So I will help
set time limits
my parents
that make sense
and then I will
them.
follow
I will help my
parents under
stand why media
impor tant to
is so
me by sharin
g my online exper
but I also recog
iences,
nise that my
safety is more
to them than
impor tant
anything else.
The agreed charg
ing time for all
devices on a
night is 8pm.
school
Our house will
have a techn
ology-free time
hour each night
for an
for dinner.

•

I agree that not
all apps, TV shows
, movies, game
music and websi
s,
tes are right
for me. I will
parents if I am
talk to my
not sure what’s
appropriate.
I will discuss
ratings with
my parents and
follow my family
agree to
’s agreed rating
s.

The agreed rating

D DIGITAL

CITIZEN
I agree not to
bully anyone
online by sendin
or sharing video
g pictures
s without the
permission of
person(s) in
the
the photo/video
, or by sprea
setting up fake
ding gossip,
profiles or saying
cruel things
people.
about
I agree not to
use technology
to cheat on schoo
and always cite
lwork
the sources of
information.
I agree to flag
and repor t conte
nt that is
inappropriate
and be an upsta
nder
repor ting incide
agains t bullies
by
nts to truste
d adults

•
•

s are:

The agreed time

limits are:

•

I know that not
every thing I
read or see is
I will think about
true, and
whether a sourc
e is credible.
I agree not to
download anyth
ing or fill out
without my paren
surveys
ts’ permission.
I know that the
pictures and
videos I post
every thing that
online, and
I write about
myself and my
will likely be
friends,
online foreve
r. Therefore
anything on
I will not put
my profile that
I wouldn’t want
parents, teach
my
ers, or future
employees to
see.

•
•
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IN EXCHANG

•

•

E, MY PARE

NTS AGREE TO
Recognise that
media is a big
part of my life,
if they don’t
even
always under
stand why.
Before saying
“no”, talk with
me about what
worries them
and why.
Embrace my
world: under
stand downloads,
IM, online game
s and the sites
that I like.
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WHAT PEOPLE SAY ...
“The magazine-style format is fresh and different and, frankly, much more engaging than a lot of the
educational information commonly encountered in the health sector ... it was a very non-confrontational,
un-alarming and pleasant way of communicating really important information. Seeing sexual health through
your ‘lens’ i.e . the journalistic/media lens, is very different to how most of us in the health sector communicate.”
Dr Alana Hulme Chambers // Research Fellow, Department of Rural Health //
Centre for Excellence in Rural Sexual Health, Faculty of Medicine, Dentistry & Health Sciences,
The University of Melbourne

“The best resource I have ever read on the subjects of children’s exposure and involvement
with drugs, sex and internet evils. Every GP should read these informative booklets: every parent
should have this information at their fingertips. I have urged my daughters to read them.
(My two oldest grandchildren are both 11).”
Dr Ann Kelmann

“The Social Media 101 parent guide is a valuable resource for our parents. We now live in a society
that is rich with information where we can find everything we need to know online. However, parents
often face the dilemma of filtering through information and having to work hard to find reliable sources.
Social Media 101 is a well-balanced, easy-to-read, carefully collected guide that has provided information
and support to many of our families.”
Pitsa Binnion // Principal, McKinnon Secondary College

“Having the need-to-know information condensed into a handy book – with information
sourced from credible authorities – is invaluable.”
Parent feedback

// AVAILABLE TO BUY ONLINE
DRUGS 101
Is taking drugs
and drinking
alcohol a rite
of passage?
For many it is.
Prepare yourself.

SOCIAL
MEDIA 101

SEX 101
Don’t feel
comfortable
talking about
sex? Join the
club. Check out the
research.

Social media
can be a godsend
and a nightmare.
We tell parents
what their kids
are doing online.
Let’s have a convers

RESPECT 101

OUT NOW ...

No longer just a
word to be sung,
R.E.S.P.E.C.T. is all
about kindness
and community.

Teens 101 The new
compendium resource Teens
101 is ideal for schools,
universities, libraries, and
family support organisations.

ation

TEENS 101
A pare nt’s surv ival

guid e

School parent panel night events, contact Eileen Berry // 0407 542 655
To purchase resources or for school bundles, visit // parentguides.com.au
Copyright Parenting Guides Ltd ABN 786 2129 8093

COMING UP ...

MENTAL
HEALTH 101
We’re all talking
about it but
what’s really
going on?
And why? You’ll
be surprised.

